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Executive Summary 

 
In 2012, the Council of Chief State School Officers’ Technical Issues in Large-Scale 

Assessment (TILSA) State Collaborative on Assessment and Student Standards 

(SCASS) launched a special project to assist states in proactively addressing potential 

security problems. This project culminated in the 2013 CCSSO publication of the TILSA 

Test Security Guidebook: Preventing, Detecting, and Investigating Test Security 

Irregularities. The main purpose of the Test Security Guidebook was to provide states 

with resources for preventing and detecting irregularities, such as cheating and test 

piracy on state assessments, and for investigating suspected or confirmed instances of 

improper/unethical testing behavior by students or educators. The Test Security 

Guidebook also provided details on key technical topics such as data forensics 

analyses that state staff and others involved in testing will find helpful in their ongoing 

work. 

 

In response to continued and increasing attention across the country to improving the 

security of assessment programs, and the needs expressed by many states that more 

needed to be done to help them improve test security, a follow-up project was initiated 

by the TILSA SCASS in 2014 to develop a sequel to the 2013 Test Security Guidebook.  

 

This report, titled TILSA Test Security: Lessons Learned by State Assessment 

Programs in Preventing, Detecting, and Investigating Test Security Irregularities, will be 

useful to state assessment staff, test vendors, and others who want to learn more about 

the latest activities and best practices for test security. A primary purpose of the report 

is to help states improve their existing test security policies, procedures, and protocol, 

and to implement enhanced approaches for the security of their state assessment 

programs. 

 

The focus of the new report is on the lessons learned in states as they implement new 

policies and procedures to enhance the security of their assessments, and to bring 

together the latest information and resources on preventing, detecting, and investigating 

irregularities and improprieties. TILSA Test Security: Lessons Learned provides 

information on the following topics: 

 

 Prevention — Improving state policies and procedures, addressing Computer 

Based Testing/Online Assessments (CBT/OLA) issues, enhancing training 

materials, and improving the monitoring of test administrations 

 Detection — Successful implementation of data forensics in states, focusing on 

the validity of state assessment results for commonly used purposes, and 

appropriate uses of results from forensics analyses in states 
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 Follow-up investigations — Planning for investigations and conducting 

investigations 

 General lessons learned in states — Planning, budgeting, legal issues, test 

security for accommodations and alternate assessments, and working with the 

media 

 

Chapters addressing each of these topics are included in the report. A final chapter 

summarizing the lessons learned is also provided, along with recommendations for 

states on improving test security for their assessment programs. 

 
Throughout the document, many good examples of state lessons learned are 

presented. The report also includes summaries of information on additional documents 

and important reports that have been issued since the 2013 Test Security Guidebook, 

such as the latest version of the AERA/APA/NCME joint standards (2014), the recent 

update of the Operational Best Practices for Statewide Large-Scale Assessment 

Programs  (ATP and CCSSO, 2013), and the Handbook for Test Security (2013). In 

addition, other useful resources are provided in the report. 
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I. Introduction and Overview  
 

This chapter is organized into three main parts, as shown below. 

 

A. Context for Test Security Issues and the TILSA Test Security Project  

B. Update on Recent Publications and Activities Related to Test Security 

1. Standards for Educational and Psychological Testing  

2. Operational Best Practices for Statewide Large-Scale Assessment Programs 

3. Handbook of Test Security 

4. Government Accounting Office’s States' Test Security Policies and Procedures 

Varied  

5. U.S. Department of Education’s and Five State Educational Agencies’ Systems 

of Internal Control over Statewide Test Results  

6. A Review of State Test Security Laws in 2013 

7. International Guidelines on the Security of Tests, Examinations, and Other 

Assessments 

8. Test Security and Students with Disabilities: An Analysis of States’ 2013-14 Test 

Security Policies 

9. Conferences and Meetings of Professional Organizations 

C. Overview of the TILSA Test Security: Lessons Learned Report 
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A. Context for Test Security Issues and the TILSA Test Security 

Project  

 

Across the country, test security continues to be a critical issue for states and districts. 

Cheating and test piracy (stealing of test forms or items) continue to pose major threats 

to the validity of test score interpretation and the credibility of large-scale assessment 

programs. To ensure the soundness of test results, it is essential to devote systematic 

and productive efforts in all aspects of the design, development, and maintenance of 

these programs. States may need to take extra steps to prevent cheating from occurring 

as well as detecting it if it has occurred. Currently, among the many issues that need to 

be addressed, some of the more crucial ones are those associated with the 

implementation of solid security procedures for high stakes assessments at both the 

state and local levels.  

 

Many states have said they want more information on ways to improve security for their 

assessments. In recent years, most states have had to deal with test security breaches, 

and all states have found firm evidence of cheating by some teachers or school 

administrators. States expressed concerns about expanded testing windows, the use of 

technology for cheating purposes, the online posting of secure materials (i.e., test items) 

by students of other states, and the potential of computer hackers to access tests or test 

data. Almost all states agree that it is very important to improve their policies and 

procedures, have better training, conduct better oversight of test administration, and 

have better budgets for the test security work.  

 

TILSA Test Security Project  

In 2012, the CCSSO’s Technical Issues in Large-Scale Assessment (TILSA) State 

Collaborative on Assessment and Student Standards (SCASS) launched a special 

project to assist states in proactively addressing potential security problems. This 

project culminated in CCSSO’s 2013 publication of the TILSA Test Security Guidebook: 

Preventing, Detecting, and Investigating Test Security Irregularities. The main purpose 

of the TILSA Test Security Guidebook is to provide resources that states can use for 

preventing and detecting irregularities, such as cheating and test piracy on state 

assessments, and for investigating suspected or confirmed instances of 

improper/unethical testing behavior by students or educators. This guidebook also 

provides depth on key technical topics, such as data forensics analyses and developing 

a state-specific test security handbook for state staff and others involved in testing.  

 

The TILSA Test Security Guidebook can be purchased from Amazon here:  

www.createspace.com/4302978, and downloaded from this address: 

www.ccsso.org/Resources/Publications/TILSA_Test_Security_Guidebook.html. 

http://www.createspace.com/4302978
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In response to continued attention across the country on improving the security of 

assessment programs, and the needs expressed by many states that more needs to be 

done to help them with test security, a follow-up project was initiated by the TILSA 

SCASS in 2014 to develop a sequel to the 2013 guidebook. The focus of this new report 

is on the lessons learned in states as they implemented new policies and procedures to 

enhance the security of their assessments, as well as to bring together the latest 

information and resources on preventing, detecting, and investigating irregularities and 

improprieties. This new report, TILSA Test Security: Lessons Learned by State 

Assessment Programs in Preventing, Detecting, and Investigating Test Security 

Irregularities, provides information on the following topics: 

 

 Prevention — Improving state policies and procedures, addressing Computer 

Based Testing/Online Assessments (CBT/OLA) issues, enhancing training 

materials, and improving the monitoring of test administrations 

 Detection — Successful implementation of data forensics in states, focusing on 

the validity of state assessment results for commonly used purposes, and 

appropriate uses of results from forensics analyses in states 

 Follow-up investigations — Planning for investigations and conducting 

investigations 

 General lessons learned in states — Planning, budgeting, legal issues, test 

security for accommodations and alternate assessments, and working with the 

media 

 
In 2014 – 2015, the Test Security Workgroup (composed of state, associate, and 

affiliate members of TILSA), originally formed in 2012, continued to meet and guide the 

authors on the design and contents of this report. A subgroup of TILSA state workgroup 

members was interviewed and asked to provide additional information on test security 

issues in their states, such as their policies and practices surrounding test security, 

audits, data forensics, and statistical analyses, investigations, and other state issues or 

needs regarding test security. This information helped to guide the states’ lessons 

learned and presented in this report. 

 

B. Update on Recent Activities Related to Test Security 

The TILSA Test Security Guidebook included a chapter that summarized many of the 

ongoing test security activities across the U.S. at that time (prior to 2013). At the time of 

the publication of the guidebook, several important new documents were in the process 
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of being published. An update and summary of recent activities, documents, and reports 

related to test security that have occurred since early 2013 is provided in this section. 

 

In the past two years (2013-2015), many new activities have taken place and key 

publications have become available and are influencing the directions states and testing 

professionals are heading in addressing issues and concerns for the security of their 

assessment programs. These are highlighted below. 

 

1. Standards for Educational and Psychological Testing  

 

In July 2014, the new edition of Standards for Educational and Psychological 

Testing was released. This document is a joint product of the American Educational 

Research Association (AERA), the American Psychological Association (APA), and the 

National Council on Measurement in Education (NCME). Published collaboratively by 

the three organizations since 1966, it represents the gold standard in guidance on 

testing in the United States and worldwide. The previous edition was published in 1999. 

 

In the last 15 years, important developments have occurred in the field of testing, 

requiring significant revision to the Standards for Educational and Psychological 

Testing. Several areas, in particular, receive attention in the 2014 edition: 

 Examining the accountability issues related to the uses of tests in educational 

policy 

 Broadening the concept of accessibility of tests for all examinees 

 Representing more comprehensively the role of tests in the workplace 

 Taking into account the expanding role of technology in testing 

 Improving test security for high stakes testing programs 

 Improving the structure for better communication of the standards 

 

Revisions to the Standards. Standards for Educational and Psychological Testing was 

revised under the aegis of a management committee created by the three organizations 

to help them determine when revision was required to address new testing issues, set 

priorities regarding the significant problem areas, and to appoint a group of scholars — 

a joint committee — to prepare the revised document. Among the areas addressed in 

this revision are the following: 

 

 The chapters on assessment, program evaluation, and public policy were 

rewritten to address the uses of tests for educational accountability purposes. 

 A new chapter on fairness in testing was added to emphasize accessibility and 

fairness as fundamental concepts in testing. The topics formerly addressed in 

several chapters are now combined into a single, comprehensive chapter, more 
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broadly cast to support appropriate testing and valid score interpretations for all 

examinees. Specific reminders about fairness are threaded throughout the book. 

 The chapter on workplace testing and credentialing was reorganized to clarify 

when a standard is relevant to employment or credentialing. 

 The impact of technology was considered throughout the volume. One major 

technology issue identified was the tension between the use of proprietary 

algorithms and test users’ need to evaluate complex applications in areas such 

as automated scoring of essays, administering and scoring of innovative item 

types, and computer-based testing. 

 Test security does not have a separate chapter, but is addressed in a number of 

places in the revised Standards, as it applies to different aspects of testing, such 

as test design, administration, scoring, reporting, etc. 

 

Test Security. Concerning the topic of test security, this edition’s treatment of it is more 

thorough than in the previous edition, but may not be adequate in its organization. 

Among the issues that are addressed by the Standards for Educational and 

Psychological Testing are protecting against cheating both in and outside of test 

administrations, protecting secure test materials, and training to enable orderly and 

appropriate test administrations. However, the discussion of the topic of test security is 

somewhat fragmented, with various standards on security scattered across chapters 3, 

4, 6, 7, 8, 9, 10, and 12. Additional comments on addressing test security are in 

 

 Chapter 4 (Test Design and Development),  

 Chapter 6 (Test Administration, Scoring, Reporting, and Interpretation),  

 Chapter 8 (The Rights and Responsibilities of Test Takers), and  

 Chapter 12 (Educational Testing and Assessment).  

 

In comparison to some of the other recent resources on test security (as described later 

in this chapter), this disjointed approach does not really provide a coherent picture of 

test security or comprehensive guidance to state assessment programs and other 

testing organizations.  

 

More information on the Standards for Educational and Psychological Testing, as well 

as a link to order a copy, can be found here, 

http://www.aera.net/Publications/Books/StandardsforEducationalPsychologicalTesting%

282014Edition%29/tabid/15578/Default.aspx. 

 

Article on Issues Facing Testing Organizations and Others Related to the 

Standards. An article by Wayne Camara in a recent issue of Educational 

Measurement: Issues and Practice (Winter 2014), titled “Issues Facing Testing 

http://www.aera.net/Publications/Books/StandardsforEducationalPsychologicalTesting%282014Edition%29/tabid/15578/Default.aspx
http://www.aera.net/Publications/Books/StandardsforEducationalPsychologicalTesting%282014Edition%29/tabid/15578/Default.aspx
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Organizations in Using the Standards for Educational and Psychological 

Testing,” noted that when Standards for Educational and Psychological 

Testing was initially developed, the test user was defined as a trained 

professional with graduate training and supervised experience in measurement 

and assessment. These primary uses included test developers, testing 

contractors, state and district test directors, as well as psychologists, counselors, 

and other professionals who might administer, score, or interpret test results 

across a variety of settings. As described by Camara on page 13: 

 

Today, the term test user should be redefined, especially within education, 

to encompass a much broader group of secondary users including those 

with little or no training in measurement and assessment, but who 

nevertheless are key stakeholders in how test results are used in the 

broader educational and policy environment. Such secondary users have 

always included teachers, parents, and students, but increasingly include 

policymakers, the media, educational reformers, foundations, and for-profit 

organizations which may attempt to shape educational policy and promote 

specific solutions or programs. Test users with less expertise in 

measurement and greater concern with issues further removed from 

assessment (e.g., educational reform, teacher accountability, revenue) are 

more likely to misuse assessments in new and challenging ways in 

comparison to primary test users. 

 

The broadening of the types of individuals who are playing roles in testing has major 

implications for test security. Camara further states on page 13 that  

 

The Standards continue to emphasize that their primary purpose is to provide 

criteria for the development and evaluation of tests and testing practices, as well 

as to offer guidance in assessing the validation evidence supporting the use of 

test scores... The first observation is that today, the Standards appear to have 

less influence in educational assessment because so many new secondary test 

users have much greater influence in education and assessment policy, and may 

view assessments as a means to incentivize system changes (in curriculum, 

technology adaptation, accessibility, educator evaluation, tenure policies, school 

funding) and outcomes. Stakeholders who are secondary users of assessment 

results have promoted the use of assessment results for a variety of such new 

purposes and assessment experts are often left with the responsibility to develop 

a validation argument to support such uses and minimize unintended 

consequences. Testing organizations must increasingly address how school-

based assessments can serve accountability functions, where such assessments 
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should only be one of multiple components and these other components are 

beyond the scope of their efforts. One example is the increased use of student 

assessments in evaluating teachers, principals, and educator training programs. 

Results from student assessments have certainly been used in evaluating school 

effectiveness, but many states have now incorporated growth, gain score or 

value-added models in evaluating educators and educator preparatory programs. 

The quality of the assessments for this new purpose is a key element in 

supporting inferences about educators and their use in evaluation models must 

be undertaken with considerable attention to validity and reliability. 

 

One security-related issue of increasing concern is the demand to have tests, such as 

those from the common core state standards assessment consortia (Partnership for 

Assessment of Readiness for College and Career [PARCC] and Smarter Balanced 

Assessment Consortium [SBAC]), accessible for online administration over 4–8-week 

windows in order to accommodate limited technological capabilities in many schools. 

This creates a major burden in maintaining security and may threaten the fairness of 

results for students who test early in high stakes state assessment programs.  

 

In closing, Camara states on pages 14-15,  

 

The 2014 Standards represent a fairly modest revision in comparison to 

previous revisions of the Standards. The newly combined fairness chapter 

which now focuses on fairness for all individual examinees may represent 

the single most profound change in the document, but it includes only 

seven new standards not previously cited in individual chapters. Updates 

to chapters on test design, educational assessments and the use of tests 

in program evaluation, policy and accountability address advances which 

have become more widely accepted by testing organizations such as 

universal design and interim assessments.  

 

As was noted earlier, the standards for test security are addressed in the revised 

Standards for Educational and Psychological Testing, but are neither extensively 

covered nor organized into a separate chapter. Camara’s complete article can be found 

here, http://onlinelibrary.wiley.com/doi/10.1111/emip.12046/full. 

 

Commentary on the Standards and Security Investigations. In another article in the 

December 2014 issue of Educational Measurement: Issues and Practice, “Formative 

assessment and test security: The revised standards are mostly fine; our practices are 

not,” Steve Ferrara comments on an important area lacking in the Standards – 

investigations of possible cheating and security breaches. He states, “Several 

http://onlinelibrary.wiley.com/doi/10.1111/emip.12046/full
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communities could take the lead on developing comprehensive standards as well as 

identifying a cadre of professionals to guide and support testing programs, their 

sponsors and authorizing bodies, and their contractors on prevention, detection, 

investigation, and resolution” (Ferrara, 2014, pp 25-27). The Standards for Educational 

and Psychological Testing and their promulgating organizations, AERA, APA, and 

NCME, cannot get this done alone.”  

 

“Testing contractors support state assessment directors with prevention and detection 

but, with the exception of the specialty company, Caveon (see 

http://www.caveon.com/services/investigations/), shy away from politically fraught 

investigations. State and local school systems typically are not equipped to investigate 

allegations of security violations. They need the assistance of professionally trained 

investigators when evidence suggests that a test security violation may have occurred. 

In addition, the Inspector General's report (2014) suggests that states may not take 

corrective action when a security violation claim is substantiated; perhaps they need 

guidance on when and how to take action. The educational testing community, which 

includes sponsors, testing program staff, and contractors, may be doing a reasonable 

job on prevention and detection. Not so, when it comes to investigation and resolution. 

  

Ferrara’s complete article can be found here, 

http://onlinelibrary.wiley.com/doi/10.1111/emip.2014.33.issue-4/issuetoc. 

 

2. Operational Best Practices for Statewide Large-Scale Assessment Programs  

In June 2006, the Association of Test Publishers (ATP) and CCSSO started discussing 

a set of voluntary, non-regulatory best practices for states and testing companies to use 

to strengthen implementation and quality of statewide testing programs in the United 

States conducted under the No Child Left Behind Act of 2001 (NCLB). The result, the 

original Operational Best Practices for Statewide Large-Scale Assessment Programs, 

was published in June 2010. The 2010 Operational Best Practices has been widely 

used by states and publishers, for training and for considering changes to state testing 

programs. The U.S. Government Accountability Office (GAO) relied heavily on 

Operational Best Practices in conducting its 2012 survey on state test security issues, 

as it reported. See "K-12 Education: States' Test Security Policies and Procedures 

Varied," (GA-13-495R May 16, 2013). Details on the GAO report are provided later in 

this chapter. 

Updated Edition of Operational Best Practices. The 2013 edition of Operational Best 

Practices was updated and now addresses "technology-based assessments" 

assessments delivered and/or taken by computer, including so-called "online" 

assessments, as well as those that are cached or remotely handled. The 2013 edition 

http://www.caveon.com/services/investigations/
http://onlinelibrary.wiley.com/doi/10.1111/emip.2014.33.issue-4/issuetoc
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revises many chapters to set forth best practices related to technology-based 

assessments in a comprehensive manner that is parallel to those practices included in 

the 2010 edition for paper-based assessments. The update covers many areas — from 

program management, to item development and banking, to delivery, to administration, 

to scoring and reporting. But numerous other topics related to the use of technology-

based assessments also were expanded or modified — new problems in program 

design, new practices for test security, and the need to handle test accommodations for 

special populations.  

ATP and CCSSO worked closely with state assessment directors and Caveon Test 

Security to draft the new chapter on test security in the book, which was intended to be 

a companion document reflective of the practical and useful text found in the test 

security chapter of the first edition of the book. This chapter discusses best practices for 

achieving test security throughout the assessment process of all paper-based and 

technology-based assessments, using methods that support the accessibility needs of 

students with disabilities and English language learners. 

Best Practices for Test Security. The latest chapter on test security, which was 

written by David Foster of Caveon, addresses various security measures that seek to 

reduce the likelihood of potential breaches or to deal directly with breaches that occur 

through the testing process, including 

 Development and implementation of comprehensive security plans for both the 

service provider and the client, including coverage of paper-based and 

technology-based assessments and protection of all related data, including test 

results (physical reports and databases); 

 Development and implementation of security training and related material for all 

personnel involved in the testing process, including proctors, teachers, principals, 

and test administrators; 

 Use of security, confidentiality, and nondisclosure agreements; 

 Detection and handling of security breaches occurring at any point during the 

testing process; 

 Defining and implementing security for administration of both paper-based and 

technology-based assessments, including mixed-mode testing; 

 Protection of test materials before, during, and after test administration; and 

 Protection of student test records and other sensitive personal student data. 

 

As described by Foster (pp. 81-82),  

The success of security efforts depends on an understanding of the 

security threats to statewide large-scale assessments. Specific threats can 

be seen in the typical security breaches encountered by state programs, 
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including some breaches that are similar to those experienced by non-

educational assessment programs. Typical breaches include 

1. Gaining unauthorized access to secure test materials by students, 

school officials, teachers, proctors, and/or principals at any time in 

the assessment process except when specifically required for the 

proper administration of the assessments; 

2. Unauthorized copying, reproducing, or sharing all, or any portion of, 

test materials; 

3. Providing inappropriate assistance to students (e.g., direct or 

indirect coaching of students, anything altering the standardized 

administration procedures, making answers available, or changing 

answers); 

4. Gaining unauthorized access to answer sheets, test results or 

scoring databases by students, school officials, teachers, proctors, 

and/or principals in order to change answers, scores or results. 

 

Many recommendations for best practice are provided in the chapter on test security. 

These include 

 The service provider will develop and implement a security plan covering its 

internal processes (e.g., item development, pilot or field testing, test construction, 

materials production and distribution, scoring, data processing and analyses, and 

reporting). 

 Procedures should be established and implemented to handle selection and 

responsibilities of all personnel who have access to secure materials. 

 Training materials regarding security should be developed and training 

conducted on security topics. 

 Policies and procedures for preventing and dealing with possible security 

breaches should be developed and implemented. 

 Procedures and rules should be established and implemented to secure items, 

item pools, and associated meta-data, during periods of item development. The 

procedures should be designed to protect the integrity of the assessment 

program and to discourage cheating. 

 Procedures should be developed and implemented to account for and protect 

secure materials, including test items, forms, and other materials (e.g., graphic 

files, answers sheets, scoring rubrics, including for electronic student responses 

for hand or automated scoring of technology-based assessments) in both paper 

and digital formats, at all stages of distribution, receipt, storage, and return. 

 Procedures and rules for test administration, including the monitoring of students 

and the management of possible testing irregularities, should be developed, 

implemented, and communicated to all necessary parties. 
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 Procedures should be established and implemented to account for and protect 

secure materials following test administration. 

 Procedures and rules should be established and implemented to protect the 

integrity of the statewide assessment process when assessments are used at 

multiple locations (e.g., across the state or in multiple states). 

 The plan should include procedures for detecting irregularities in student test 

scores. A variety of available forensic methods may be used for this. 

For more information on the updated Operational Best Practices for Statewide Large-

Scale Assessment Programs, visit 

http://ccsso.org/Resources/Publications/Operational_Best_Practices_for_Statewide_Lar

ge-Scale_Assessment_Programs.html. 

 

To order a copy from Amazon, go to http://www.amazon.com/Operational-Practices-

Statewide-Large-Scale-Assessment/dp/149109642X. 

3. Handbook of Test Security  
 

In the introduction for this new book, published in 2013, it is noted that high stakes tests 

are the gatekeepers to many educational and professional goals, and as such, the 

incentive to cheat is high. The Handbook of Test Security is the first to offer insights 

from experts within and across the testing community, psychometricians, and 

policymakers to identify and develop best practice guidelines for the design of test 

security systems for a variety of testing genres. Until now this information was scattered 

and often resided inside testing companies. As a result, rather than being able to learn 

from each other’s experiences, each testing entity was left to re-create their own test 

security wheel.  

  

The book provides invaluable insight into the prevalence of cheating and best practices 

for designing security plans, training personnel, and detecting and investigating 

misconduct, to help develop more secure testing systems and reduce the likelihood of 

future security breaches. Actual case studies from a variety of settings bring to life how 

security systems really work. Examples from both domestic and international programs 

are provided. Highlights of coverage include 

 Best practices for designing secure tests 

 Analysis of security vulnerabilities for all genres of testing 

 Practical cheating prevention and detection strategies 

 Lessons learned in actual security violations in high profile testing programs. 

 

Organization of the Handbook on Test Security. The book is organized into three 

main parts. Part I focuses on how tests are delivered for paper-and-pencil, technology-

http://ccsso.org/Resources/Publications/Operational_Best_Practices_for_Statewide_Large-Scale_Assessment_Programs.html
http://ccsso.org/Resources/Publications/Operational_Best_Practices_for_Statewide_Large-Scale_Assessment_Programs.html
http://www.amazon.com/Operational-Practices-Statewide-Large-Scale-Assessment/dp/149109642X
http://www.amazon.com/Operational-Practices-Statewide-Large-Scale-Assessment/dp/149109642X
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based, and classroom tests, as well as writing assessments. Each chapter addresses 

the prevalence of the test security problem and threats to security, prevention, and 

detection.  

 

Part II addresses issues essential to maintaining a secure testing program such as 

planning and monitoring, physical security, the detection of group-based cheating, 

investigating misconduct, and communicating about security-related issues.  

 

Part III examines actual examples of cheating — how the cheating was done, how it 

was detected, and the lessons learned. Part III provides insight into security issues 

within four ATP divisions: certification/licensure, clinical, educational, and 

industrial/organizational testing. Part III’s conclusion revisits the issues addressed in the 

case studies and identifies common themes.  

 

The book can be ordered from Amazon at http://www.amazon.com/Handbook-Test-

Security-James-Wollack/dp/0415816548. 

  

4. States' Test Security Policies and Procedures Varied  

 
According to a nationwide survey of state testing directors conducted by the 

Government Accounting Office (GAO), all states reported that their policies and 

procedures included 50 percent or more of the leading practices to prevent test 

irregularities in the following five areas — security plans, security training, security 

breaches, test administration, and protecting secure materials. Additionally, of the 28 

states that administered computer-based assessments, the majority reported including 

half or more of the leading practices in computer-based testing. However, states varied 

in the extent to which they incorporated elements of certain categories of leading 

practices. For example, 22 states reported having all of the leading practices for security 

training, but 4 states reported having none of the practices in this category. Although 

state officials reported having a variety of security policies and procedures in place, 

many reported feeling vulnerable to cheating at some point during the testing process. 

 

In the GAO report, states reported using various tools, such as statistical analyses of 

student data, monitoring, and audits of testing procedures, to oversee districts’ 

implementation of test security policies and procedures, and most states have used this 

oversight to identify cheating in recent years. For example, officials in 40 states reported 

allegations of cheating in the past two school years, and officials in 33 states confirmed 

at least one instance of cheating. Further, 32 states reported that they canceled, 

invalidated, or nullified test scores as a result of cheating. 

 

http://www.amazon.com/Handbook-Test-Security-James-Wollack/dp/0415816548
http://www.amazon.com/Handbook-Test-Security-James-Wollack/dp/0415816548
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GAO also found that states reported receiving assistance with test security from several 

sources, with testing contractors being the most frequent source of support. States also 

identified areas where additional assistance with test security would be useful. In 

particular, officials from the majority of states reported that it would be very or extremely 

useful if the U.S. Department of Education gathered and disseminated information on 

best practices in test security.  

 

Note that after the GAO survey was administered, USED released a report, consisting 

largely of the opinions of experts and practitioners, that discussed best practices and 

policies related to testing integrity (see next item below for details). 

 

For more information on the GAO report, see http://www.gao.gov/products/GAO-13-

495R. 

 

5. U.S. Department of Education’s and Five State Educational Agencies’ Systems 

of Internal Control over Statewide Test Results  

 

In March 2014, the Office of Inspector General (OIG) released an audit report, titled The 

U.S. Department of Education’s and Five State Educational Agencies’ Systems of 

Internal Control over Statewide Test Results, detailing specifics around test security 

policies and practices for states. In the report, results of their assessment of selected 

aspects of the systems of internal control over statewide test results designed and 

implemented by the U.S. Department of Education (USED) and five state education 

agencies (SEAs) were presented.  

 

Cheating Methods. As described on pages 4-5 of the report, the OIG audit focused on 

allegations of cheating on statewide tests that have been reported in multiple states and 

the District of Columbia. Their analysis of media reports on cheating that occurred 

during the past 10 years indicated that the five most prevalent methods of cheating 

included the following:  

1. using actual test questions to prepare students for the tests,  

2. erasing students’ wrong answers and filling in the correct answers,  

3. indicating the correct answers to students during testing,  

4. allowing students to change answers after giving them the correct answers, and  

5. allowing students to discuss answers with each other.  
 

In addition, they listed several other alleged methods of cheating, including the 
following: 

 completing incomplete test booklets,  

http://www.gao.gov/products/GAO-13-495R
http://www.gao.gov/products/GAO-13-495R
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 altering attendance records,  

 failing to cover testing materials during the exams,  

 arranging the classroom to facilitate cheating,  

 reading questions aloud to students who were not eligible for that 

accommodation,  

 not testing all eligible students, and  

 obtaining testing materials when not authorized to do so.  

 

Improving Enforcement Practices. As stated in the OIG report, because cheating 

could make the data used to determine state-, LEA-, and school-level achievement 

under ESEA unreliable, the report recommends several steps to improve the 

effectiveness of these systems. As described by the OIG on page 2, they are 

 

SEAs could improve their systems of internal control by (1) incorporating 

forensic analyses into their risk assessments to more effectively identify 

LEAs and schools with possible test administration irregularities, (2) 

strengthening their monitoring of LEAs’ and schools’ administration of 

statewide tests, (3) improving follow-up and resolution of test 

administration irregularities to prevent them from happening in the future, 

and (4) strengthening test security environments and test administration 

practices put in place by LEAs and schools.
 

The Department could help 

SEAs improve their systems of internal control by emphasizing, during its 

reviews of SEAs, the importance of using forensic analyses to more 

effectively identify schools with possible test administration irregularities. 

 

The OIG found that USED and all five SEAs had systems of internal control designed to 

prevent and detect inaccurate, unreliable, or incomplete statewide test results. 

However, these systems did not always require corrective action if indicators of 

inaccurate, unreliable, or incomplete statewide test results were found (page 1).  

 

The full OIG audit report can be found at 

http://www2.ed.gov/about/offices/list/oig/auditreports/fy2014/a07m0001.pdf. 

 

6. A Review of State Test Security Laws in 2013  

 

In this report, issued in 2014 as part of the ACT Research Report Series, Michelle Croft 

reviews state test security statutes and regulations related to statewide achievement 

testing using as a framework recent best practices reports by USED’s National Center 

for Education Statistics (NCES), the National Council for Measurement in Education 

http://www2.ed.gov/about/offices/list/oig/auditreports/fy2014/a07m0001.pdf
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(NCME), and the Technical Issues in Large Scale Assessment (TILSA) group within 

CCSSO. 

 

As Croft states in her paper on page 3, 

The frequency and negative consequences of cheating highlight the 

difficulty states face regarding test security. Given that testing for 

accountability is likely to continue, so will the temptation for educators to 

cheat. Therefore, it is important to understand the legal requirements and 

implications related to the entire scope of test security practices. The 

presence of the test security information in statutes and regulations 

provides a clear message to educators about the importance of test 

security. Moreover, by examining statutes and regulations, one can obtain 

a better understanding of states’ approaches to test security, because the 

statutes and regulations provide a stable foundation for the more detailed 

test security manuals developed by the state department of education. 

Because the focus of this paper is limited to statutes and regulations, 

however, it is possible that states are engaging in some test security best 

practices that are not explicitly defined in statutes and regulations. This 

paper provides a first step in examining what states are doing to enhance 

test security.   

 

Overall, the review of what states are doing in these areas found that many states have 

laws related to preventing test security breaches, but few specify detection or 

investigation methods. This is an area that needs further research and attention. 

 

More details on the study and a copy of the ACT report can be found at 

http://www.act.org/research/researchers/reports/pdf/ACT_RR2014-1.pdf. 

 

7. International Guidelines on the Security of Tests, Examinations, and Other 

Assessments  

 

This recent report from the International Test Commission (ITC) recognizes that the 

need to secure tests, exams, and other forms of assessment has increased in 

importance along with the growth of testing, as well as with the increasing role of 

technology in deploying, administering, and scoring tests, notably via the Internet. ITC 

emphasized that all stakeholders in the development and use of tests agree that the 

value of a score from a test or other structured assessment is diminished when it is 

subject to some form of cheating or test theft. ITC defined cheating as any attempt to 

improve the score on a test, examination, or assessment by fraudulent means, and test 

theft is an attempt to steal test content before, during, or after its intended use. 

http://www.act.org/research/researchers/reports/pdf/ACT_RR2014-1.pdf
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According to ITC, the amount and severity of security threats have increased 

considerably over the past two decades, which calls into question the validity of 

assessments administered around the world. These threats have increased for a 

number of reasons — including the popular use of computerized and online 

technologies for test administration and the use of almost undetectable technologies for 

capturing test content and illegally sharing it instantly across borders and cultures. ITC 

noted that no assessment program, large or small, is immune to this potential damage. 

 

Purpose of the ITC Guidelines. ITC states that knowing the threats and the guidelines 

to counter them will lead to effective measures to protect testing programs and their 

assets, maintaining the value of the tests and assessments to the international 

community. As described by ITC, “The principal purpose of the ITC guidelines is to 

share key elements of best practices through which test developers, test sponsors, 

testing service providers and test users can promote the security of their testing and 

assessment programs and defend the value of the information provided by the scores 

obtained from these programs.” 

 

The guidelines are structured around key actions that underpin effective test and 

assessment security. These actions are classified below: 

 Developing and implementing a security plan that outlines necessary 

preparation, including the creation of a security incident response plan, and sets 

out policies and procedures for actively managing security; 

 Implementing security for the testing and assessment process that covers both 

test/assessment design and development as well as the administrative 

procedures for deployment of tests and assessments; and 

 Responding to security breaches when cheating or test theft has been 

discovered. 

 

The guidelines listed in the ITC document provide many recommendations on planning 

for better security, maintaining security during the development of tests and while they 

are administered, and responding well when a security breach occurs. ITC hopes that 

following these guidelines will create a significant protective barrier between those who 

willingly commit test fraud and the valuable assets a program has spent time and 

money to build. 

 

For more information on the ITC guidelines and to get a copy of their report, see 

http://www.intestcom.org/upload/sitefiles/tsguidelines.pdf. 

 

http://www.intestcom.org/upload/sitefiles/tsguidelines.pdf
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8. Test Security and Students with Disabilities: An Analysis of States’ 2013-14 

Test Security Policies  

 

In this report published by the National Center on Educational Outcomes (NCEO) 

(Lazarus, et al., 2014), the focus is on the test security policies and procedures needed 

to help ensure the integrity and validity of a test, which is especially important in this era 

when cheating on tests draws regular media attention. The authors stress that there is a 

need for thoughtful consideration of the ways in which possible test security measures 

may affect accessibility. This report provides a snapshot of how accommodated tests for 

students with disabilities, alternate assessments, and other related issues were 

addressed in states’ test security policies in 2013-14. Key findings include  

 Almost all states had policies about whether an assessment could be duplicated 

or copied.  

 The test security policies of about half of the states indicated that test 

administrators must receive training that includes information about 

accommodations.  

 Many states’ policies addressed security issues surrounding the provision of 

accommodations that required a human to administer them. Thirty-four states 

had policies for transcription and scribing, 32 states had policies for human 

readers, and 30 states had policies for sign language interpretation.  

 Other accommodations addressed in test security policies included: text to 

speech, speech to text, Braille, extended time, and multiple days.  

 Some policies mentioned small group and individual administration, though only 

a few provided details about how these types of administrations should take 

place to minimize the security risk.  

 About half of the states had test security policies that specifically addressed the 

alternate assessment based on alternate achievement standards (AA-AAS).  

 

As described by NCEO on page vi,  

Some of the test security policies provided relatively little detail about 

issues related to accommodated tests or the AA-AAS, while other policies 

may have allowed practices that created unnecessary security risks (for 

example, allowing the use of proctors who were not school employees to 

deliver individually administered tests). There is a need for states to 

thoughtfully consider how to balance test security and accessibility. 

 

This report concludes with a series of questions that states may want to consider as 

they develop or refine test security policies:  
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1. Do all test administrators and accommodations providers receive training that 

specifically addresses how to maintain test security while providing access for 

students with disabilities? 

2. Are all individuals who administer tests or provide accommodations to students 

with disabilities required to sign test security agreements? Do the agreements 

specifically address accommodations, alternate assessments, and other related 

issues?  

3. Are there situations where test administrators or accommodations providers may 

need to access the test prior to administration (e.g., to prepare for sign 

interpretation, and to make adjustments to test materials)? If so, what policies 

need to be in place to ensure test security?  

4. Where there are several accommodations that serve similar purposes (e.g., 

human reader/ audio-taped recording/text-to-speech, scribe/speech-to-text, 

extended time/multiple days, magnification/copies of test materials enlarged by 

duplicating), is it appropriate for the accommodation with fewer test security risks 

to be identified as the preferred accommodation?  

5. Do test security policies adequately address small group and individual test 

administrations?  

6. Are there differences (or no differences) between the test security policy for the 

regular assessment and the alternate assessment? When is it appropriate for 

those policies to be the same or different?  

7. Do test security policies adequately address security issues for access tools and 

accommodations provided via online assessments while ensuring that students 

have access to adaptive technology that they may need to access the 

assessment? 

In an accompanying NCEO Policy Directions report, Considerations When Including 

Students with Disabilities in Test Security Policies (Lazarus & Thurlow, 2014), the 

authors state on page 1 that  

Sound test security policies and procedures are needed to ensure test 

security and confidentiality, and to help prevent cheating. In this era when 

cheating on tests draws regular media attention, there is a need for 

thoughtful consideration of the ways in which possible test security 

measures may affect accessibility for some students with disabilities. Test 

security needs to be balanced with the access needs of some students 

with disabilities. 

The ability to make valid inferences is compromised when 

accommodations are used inappropriately or when assessment 

procedures are not followed. For example, the accommodations that some 
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students need to meaningfully access the test may require that someone 

other than the student sees the test, or may require the use of specialized 

accessibility software. Some accommodations may require individual or 

small group administration, which may increase the potential that standard 

procedures may not be followed. Additionally some students with the most 

significant cognitive disabilities take alternate assessments which have 

some unique security issues. Policies, processes, and procedures are 

needed that will support the valid measurement of what students with 

disabilities know and can do while maintaining test security. 

In summary, the authors noted that many states are concerned that their test security 

policies may not adequately address accommodated tests, alternate assessments, and 

other related issues, and their test security policies and procedures need to better 

address test administration procedures, accommodations, and other issues related to 

students with disabilities to help ensure the integrity and validity of a test. As described 

in the report on page 3, “A fundamental consideration when evaluating the validity of an 

assessment is the ‘fairness’ of the test. Assessments better measure what students 

know and can do when states and consortia thoughtfully consider how to balance test 

security and accessibility.”  

For more information and copies of the two NCEO reports, go to 

http://www.cehd.umn.edu/NCEO/OnlinePubs/Synthesis95/default.html and 

http://www.cehd.umn.edu/NCEO/OnlinePubs/Policy23/default.html. 

 

9. Conferences and Meetings of Professional Organizations 

 

Conference on Test Security (COTS). In May 2012, the first Conference on the 

Statistical Detection of Potential Test Fraud was held at the University of Kansas Center 

for Educational Testing and Evaluation (CETE) in collaboration with a number of other 

testing organizations including ACT, the University of Wisconsin Center for Placement 

Testing, and Caveon Test Security. Since then, the conference has been held every 

year and continues to focus on statistical approaches to identifying test fraud, a growing 

concern as methods of test administration evolve and new ways of committing test fraud 

emerge.  

 

COTS was held at ACT in October 2014 and expanded the presentations’ topics to not 

only provide researchers the opportunity to learn about, share, and discuss those 

statistical methods that testing organizations have developed and used over the years 

to look for test fraud, but to include a broader range of test-security subjects. In 2014, 

the conference name evolved to the Conference on Test Security to reflect this 

expansion.   

http://www.cehd.umn.edu/NCEO/OnlinePubs/Synthesis95/default.html
http://www.cehd.umn.edu/NCEO/OnlinePubs/Policy23/default.html
http://www.cete.us/
http://www.cete.us/
http://www.act.org/
http://testing.wisc.edu/centerpages/center.html
http://testing.wisc.edu/centerpages/center.html
http://www.caveon.com/
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The 2014 COTS offered a unique opportunity for experts across the industry to focus on 

test security capabilities and enhancements that protect the validity of test results and 

brand integrity. Industry leaders and experts presented on a variety of test-security 

topics, including 

 The statistical detection of potential test fraud 
 The practical application of statistics to detect potential test fraud 

 Additional test security tools and methods for protecting the validity of testing 

results and brand integrity 

 Developing or improving an organization’s test security program 

 The increased application in state K-12 educational assessment of methods to 

counter test fraud 

 

COTS will be held again at CETE in November 2015. More information on the 

conference and the papers and presentations that have been shared can be found at 

http://cete.ku.edu/conference-test-security.  

 
Association of Test Publishers (ATP). The ATP Security Council has been working 

for many years to advise its membership on test security issues such as the detection 

and prevention of cheating. The Security Council meets regularly at the annual ATP 

conference and other times during the year. Recent ATP conferences have focused 

much more on topics related to test security, and it is now a major strand in the annual 

program. At the 2015 conference, the following topics were addressed: 

 Program Design 

 Legislation, Policy, and Accessibility 

 Testing, Measurement, and Psychometrics 

 Test Security 

 Data Management 

 Test Administration and Delivery Models 

 

Among the hot issues on test security covered in the ATP program are topics such as 

cheating on commercially available tests and high-stakes exams; use of data forensics 

in state programs; the increased attention to test security investigations for state and 

district assessments; and, including special populations in test security policies and 

procedures for states. 

 

More information on ATP can be found at http://www.testpublishers.org/. 

 

National Council on Measurement in Education (NCME). In recent years, NCME has 

been much more involved in test security issues. In 2012, Greg Cizek, then president of 

http://cete.ku.edu/conference-test-security
http://www.testpublishers.org/
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NCME, issued a white paper on security issues, titled Testing and Data Integrity in the 

Administration of Statewide Student Assessment Programs (NCME, 2012). Recent 

annual meetings of NCME have increasingly included sessions on test security.  

 

In 2013, two special presidential-invited sessions (organized by Greg Cizek) were 

included on the NCME program that focused on a variety of activities on security, 

including data forensics and other psychometric analyses, and policy issues. The 

session, titled Test Security Coordinated Sessions II: Policy and Applied Issues 

addressed policy, procedural, reporting, and other applied aspects of test security, 

including highlights of some recently completed work on developing comprehensive 

guidelines for ensuring test security and test score integrity for large-scale student 

assessment programs; methods for investigating and following up on allegations of test 

cheating; reporting on cheating cases by the media; and, the problems (and possible 

solutions) for ensuring test score integrity in emerging common core state standards 

assessments. The work of TILSA and the TILSA Test Security Guidebook were featured 

at this 2013 NCME session. 

 

In the 2015 annual meeting of NCME, a session was held that featured the continued 

work of TILSA on test security. Titled “Improving Test Security for State Assessment 

Programs: Lessons Learned,” it included presentations summarizing the information in 

this report given by its two authors, John Fremer and John Olson. Another presentation, 

Cheating Statistical Methods for Evaluating Test Security: What States Are (or Should 

Be) Doing, featured the work of a study done by William Skorupsky and his colleagues. 

More details on this study are provided below. 

 

CCSSO National Conference on Student Assessment (NCSA). In recent years, the 

topic of test security has increasingly been featured in more and more NCSA sessions. 

At the 2013 conference, the TILSA Test Security Guidebook was the focus of a well-

attended session. Several other sessions featured states presenting information on their 

test security activities. In 2014, several more test security sessions were included in the 

program as the topic continued to be a major concern to many states. It is expected that 

this will also be the case in 2015 and future progress. 

 

Other Projects Supported by TILSA to Address Test Security. In 2014, the TILSA 

SCASS initiated another test security project to help states address a critical issue – 

use of data forensics analyses to detect cheating. The purpose of this project, which 

was led by William Skorupsky of the University of Kansas, was to identify methods for 

evaluating group-level aberrance as potential evidence of cheating. These methods 

focused on the detection of (1) unusual score gains, (2) erasure or answer-changing 

behavior, and (3) changes in school demographics (as evidence of purposely not testing 
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certain demographic groups to improve school-level outcomes). The paper produced by 

this work provides the technical details behind these methods, demonstrates their use 

with data from several anonymous state testing programs, and discusses the 

inferences/limitations of these approaches. The researchers also surveyed the currently 

implemented methods and make recommendations for best practice. A report from this 

project was issued in 2015 (for more information, go to the CCSSO website). 

 

C. Overview of the TILSA Test Security Lessons Learned Report 

This report is structured similar to the TILSA Test Security Guidebook and focuses on 

three main test security issues: prevention, detection, and follow-up investigations. In 

the following chapters, we provide details of security practices for state assessment 

programs on the following:  

 

1. Lessons in Prevention – Implementation of better state policies and 

procedures for test security, addressing issues specific to online 

assessments, development of enhanced training materials, improved 

monitoring of test administrations, and examples of best practice in states.  

2. Lessons in Detection – Successful implementation of data forensics in 

states, increased emphasis on the concept of basing detection and follow 

up work on affirming the validity of state assessment results for commonly 

used purposes, appropriate uses of results from forensics analyses in 

states, and examples from states. 

3. Lessons in Follow-Up Investigations – Strategies for planning and 

conducting investigations, actions that states may need to take based on 

findings from investigations planning investigations in districts and/or 

schools, conducting investigations, and examples from states. 

 
This TILSA Test Security Lessons Learned report should be useful to state assessment 

staff, test vendors, and others who want to learn more on the latest activities and best 

practices for test security. A primary purpose of the report is to help states improve their 

existing test security policies, procedures, and protocol, and to implement more 

enhanced approaches for the security of their state assessment programs. 

 

 

. 
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II. Lessons in Prevention  
 

In this chapter, we provide a context for many of the important areas that have been 

discussed on preventing cheating on tests. Among the topics discussed are the 

following issues related to state activities undertaken to prevent cheating on tests and 

help maintain the security of state assessments: 

 Implementing computer-based testing 

 Emphasizing fairness and validity 

 Developing an educational program on the state’s test security practices 

 Challenges of attaining and maintaining test security 

 Enhanced training materials 

 Examination administration best practices 

 Examples of best practice in states  

 

CONTEXT  

 

Note: In this section of the chapter, and at the beginning of the next two chapters, we 

identify major developments in test security over the last two years that have 

implications for state assessment programs. Each of these developments is having an 

impact on the design, development, administration, and reporting of state assessments 

and of the use of assessment results by educators and others within the state. 

 

Computer-Based Testing (CBT) – CBT has moved to center stage for many state 

assessment programs. Most states are now administering some components of their 

tests online. Several states use CBT for their entire assessment program and the 

introduction this academic year of the Smarter Balanced Assessment Consortium 

(SBAC), Partnership for Assessment of Readiness for College and Career (PARCC), 

Dynamic Learning Maps (DLM), National Center and State Collaborative (NCSC), 

English Language Proficiency Assessment for the 21st Century (ELPA21), and WIDA 

Assessment Services Supporting ELs through Technology Systems (ASSETS) 

assessments will greatly increase the proportion of computer-delivered state tests. 

 

Security Benefits of CBT – Although CBT has not proven to be a “magic bullet” in the 

battle against cheating and test piracy, it has demonstrated real benefits in deterring 

some forms of testing misbehavior. The most obvious example is after-the-fact erasing 

of student responses on answer sheets and gridding in what is believed, not always 

accurately, to be the correct answer. When there are no answer sheets being used, and 

with good controls on access to the testing system, efforts to undermine the fairness of 

testing tend to occur before the testing event or during it (e.g., inappropriate help 

provided during testing). 
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Strong Criticism – State assessment work is not for the thin of skin or faint of heart. 

Criticism is part of the life of state assessment staff, and as has been oft noted, you 

stand to learn a great deal from assessment program critics. Lately opportunities to 

learn from criticism have grown quite a bit and even some former supporters of state 

assessment have been questioning the level of testing and the nature of our 

examinations. Some criticisms are shrill and not very well informed, but others are 

thoughtful and well-grounded. 

 

Media – It seems almost impossible to believe now, but there was a time when it was 

difficult to get media representatives to pay very much attention to state assessment 

results. Now coverage is pretty much assured and any technical glitch or the possibility 

of a security breach may make it to page one. Stories about possible or confirmed 

cheating, especially by educators, tend to have “long legs” and be pursued over weeks, 

or in some cases, months or more. A particularly noteworthy example is the Atlanta 

Public Schools case which is cited in several parts of this document and highlighted in 

chapter IV. Follow-up Investigations.  

 

Commitment to “Zero Tolerance” – Very strong positions have been taken by some 

state leaders on the unacceptable nature of the deliberate breaking of testing rules by 

teachers and other educators. 

 

Turning the Tide – Cheating persists, but seems not to be increasing in state 

assessments despite increases in many states in the stakes associated with the use of 

state assessments. Using student test results as some part of teacher evaluations, 

particularly when there are positive or negative consequences for states, is a clear 

example of raising the stakes. In general, the history of testing shows that higher stakes 

often leads fairly promptly to increases in attempts to cheat on the tests involved. The 

fact that this does not appear to be happening in state assessments is likely related to 

the high level of professionalism characteristic of school staff and to the willingness of 

some states to take a series of coordinated actions to prevent and detect cheating. The 

amount of cheating on many types of tests has been steadily going up for decades. 

Perhaps in state assessments we may be turning the tide. 

 

Some Very Good Practices Catching On – Some fine test security practices focused 

on preventing cheating in state assessments are becoming much more standard, such 

as performing test security audits, development and use of test security manuals, 

incorporating ethical agreements into basic program policies and procedures, and 

increased use of data forensics. A development that is not widespread also warrants 

mention — the state of Hawaii has stipulated that schools potentially face bearing the 
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burden of paying the costs for test items that were compromised as a result of not 

adhering to test security policies and procedures. 

 

Challenges have also been growing. We are struggling as a measurement profession 

and testing industry to cope with cell phone cameras, smart watches that are small 

computers, and other devices being used to undermine the fairness and validity of tests. 

Finding a consistent cell phone policy is a challenge that each state must face with 

some urgency. Leaving it to the LEAs to determine how to handle the situation poses 

too great a security risk. Under those circumstances, the weakest local policy and 

practice defines the level of security for the state’s program. The next section looks at 

some of the lessons that we have learned from our prevention activities.  

 

KEY LESSONS  

 

Note: The lessons outlined here were obtained from state assessment staff either in the 

course of security audits of their testing policies, practices, and materials or through 

interviews conducted in the course of the development of this document. They 

represent hard-earned outcomes of trying various approaches, refining them, and 

sharing the outcome. 

 

Fairness and Validity – As described in numerous documents, such as  Testing and 

Data Integrity in the Administration of Statewide Student Assessment Programs (NCME, 

2012). and  Operational Best Practices for Statewide Large-Scale Assessment 

Programs,  fairness and validity are key educational and testing values that need to 

support all state assessment activities including those with implications for — or directly 

related to — test security, for example, planning and conducting investigations of testing 

irregularities. Emphasizing fairness and validity will help focus actions and statements 

more on the future and ensuring sound assessment behavior and less on rooting out 

and taking action on those who have engaged in testing misbehaviors. Sometimes 

clichés with long lives have real application today, such as, “An ounce of prevention is 

indeed worth a pound of cure.” 

 

Educational Program – State assessment staff need to explain to educational 

stakeholders and the public why they are carrying out security activities as well as what 

is being done to help prevent cheating and test irregularities. As a case in point, schools 

should receive praise for excellent progress in improving the skills of students. It needs 

to be made clear that data forensics analyses look at very unusual score gains and 

focus on those increases well beyond those associated with very effective educational 

practices. Only score changes that are “unbelievable” should be getting close scrutiny 

from a security perspective.  
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One constructive step is to involve state communications staff in the planning for 

prevention programs. How would they suggest that plans be communicated? Who 

needs to know? What communication channels are available? When should the 

message first be delivered, and how can it be reinforced over time?  

 

A recent controversy over students posting actual live test items on social media is an 

example of not communicating clearly or early what was going to be done and why. 

Students and their families certainly have the right to express their views about tests, 

whether these views are positive or negative. There is no right, however, to post specific 

test content. There is a direct parallel to the situation where one class takes a test in the 

first period of a high school day and another takes the same test in the last period. If the 

specific test content is made available to everyone after the first use of the test, the 

scores of later students may primarily reflect their pre-knowledge of the specific test 

questions, rather than what they have learned in the course.  

 

Test programs need to be respectful of student and family rights to privacy. They also 

need to communicate clearly exactly what information they are collecting and how it will 

be used. Failure to be fully open up front can be construed as hiding something and that 

gives a negative flavor to an activity that has the goal of promoting fairness to all test 

takers, regardless of when they take examinations. 

 

Knowing that the state has plans for an active prevention and detection program may 

very well decrease the temptation for districts or schools to “shade the rules.” It is often 

observed in discussions of test security that the idea that a federal income tax return 

might be audited plays a major role in fostering adherence to the rules even where there 

may be an apparent short-term benefit to not following them scrupulously. 

 

Challenging Task Requiring Cooperation - Managing the state assessment process 

so there is very little educator cheating is very challenging. Cooperative efforts are 

essential — states, school districts, testing vendors, and others have important roles to 

play. Clear definitions of responsibility, appropriate training, management support, and 

adequate budgets are some of what is required. It is also very helpful for the state 

assessment program to have both overall security standards and quite explicit 

statements defining permissible and impermissible testing behaviors. Every participant 

in the testing process needs to know what is expected of them and how their 

contributions are essential to fair and valid testing. This becomes especially important 

when there are major changes, such as the shift from paper and pencil delivery to 

online testing. 
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GOOD EXAMPLES FROM STATES 

 

Designing for Test Security – Often test security is viewed as a set of procedures to 

be “bolted on” after tests and administration procedures are already established. We 

recommend considering test security at the testing program design or re-design stage. 

How memorable are the different kinds of test items being considered? Are there new 

designs such as the Discrete Item Multiple Choice type (Foster, 2014) that display one 

option at a time that would meet the state’s measurement needs and increase test 

security? In a computer-delivered environment, does the program randomize the 

presentation of items in a non-CAT setting and randomize the order of options so that 

even if a student sees that someone else had what appears to be the same item on 

their screen the correct answer will not be the same letter as for them? It is much easier 

to build in test security features as a program is being formed than it is to retrofit them 

later. 

 

Exam Administration Best Practices – Some of the policies and practices that states 

use and have been shown to be effective in monitoring exam administrations are 

 Always have two adults per testing room 

 Don’t allow teachers to test their own students on a routine basis, but do so when 

IEPs support this practice for individual students 

 Actively monitor the administration of the assessment such as by walking around 

rather than sitting in one location 

 Develop checklists for ready reference such as “Day of Testing” lists for a district 

or school 

 Use seating charts 

 Provide frontline teachers and administrators with ready and real time access to 

assistance with possible security issues during testing 

 

Wise Use of Data Forensics (DF) Analyses – One area that has been shown to be 

useful by states in the prevention of cheating is the ongoing use of data forensics 

analyses (discussed in more detail in the next chapter). States that have an ongoing 

program that utilizes DF routinely after every test administration have found that the 

number of irregularities have dropped over the years. See the following chart for data 

from one such state. 

 

As shown in this chart, the following positive outcomes and changes in its approach to 

test security were noted in this state: 

 A 72% reduction in irregularities in 2 years 

 Better test administration monitoring 

 Implementation of conditional status 
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 Districts follow through on irregularities 

 “Students confess” when asked about what happened 

 Improved test coordinator training 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Training Materials for Use in Schools – States and their vendors have devoted a 

great deal of attention over the years to providing training to district test coordinators. 

The district test coordinators then have the responsibility for providing district and 

school level training down to the level of exactly what to do at each stage of the testing 

process. More attention to providing comprehensive training materials such as slides, 

videos, and sample lesson plans will ensure greater adherence to the rules and 

regulations associated with testing. It will also facilitate the work of explaining and 

responding to questions from teachers and others. 

 

To cite one example, the state of North Carolina has developed a document for school 

staff that merits attention, titled Testing Security: Protocol and Procedures for School 

Personnel (June 2014, Public Schools of North Carolina, State Board of Education, 
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Stock No. 14913). Another example is a video that has been produced by the Maryland 

State Department of Education with the assistance of Maryland Public Television. It 

covers the basic test security information that school staff need to know in a very 

entertaining way, not words that typically come to mind when viewing test security 

videos regardless of their source. See the test security training video “Mission Possible” 

here http://media.msde.state.md.us/2007/MISSIONPOSSIBLE/364.wmv. 

 

Testing of Special Populations – The security goals when testing students from 

special populations (students with disabilities and English language learners) are the 

same as for mainstream students — we want to obtain meaningful scores that can be 

helpful to their education. Addressing test security cannot be an afterthought, yet not all 

states address special populations explicitly in their test security policies. As 

summarized in the previous chapter, two very useful resources are Test Security and 

Students with Disabilities: An Analysis of States’ 2013-2014 Test Security Policies and 

Considerations when including Students with Disabilities in Test Security Policies from 

the National Center for Educational Outcomes (www.nceo.info). States can compare the 

situation against current practices. Among the questions to ask are these: 

 Are qualified personnel required for all accommodations? 

 Have special populations been considered in designing and implementing 

policies for prevention, detection, and investigations? 

 Has the issue of readers and scribes been addressed in online testing? 

 Have the potential helping features such as text to speech, and text enlargement 

been considered in setting test security policies? 

 

As in other aspects of test security, it is very helpful to learn from other states as well as 

NCEO and major national testing organizations such as ACT and ETS where testing of 

students with disabilities has received a great deal of attention for decades. 

 

Commitment to Continued Improvement on the Test Security Front – In addition to 

the other examples of lessons learned about preventing unethical test behavior, it is 

important to communicate in many ways and with consistency a state’s commitment to 

upholding test security in order to promote fair and valid testing. This goal can be 

furthered at all management levels in the state and its local agencies. One key bit of 

advice is to encourage not solely the improvement of test scores, but better student 

acquisition of knowledge, skills, and abilities. If one is focused on helping students 

learn, the actions that come to mind relate to curriculum, instruction, and assistance to 

teachers, encouraging school/home cooperation and the like. Emphasizing, or at worst, 

demanding higher test scores without providing educationally sound and proven help is 

a recipe for promoting misbehavior. 

 

http://media.msde.state.md.us/2007/MISSIONPOSSIBLE/364.wmv
http://www.nceo.info/
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Assessment Consortia – The PARCC and SBAC assessment consortia have provided 

guidance to their member states related to test security. Smarter Balanced has 

emphasized the value of the approach to computer adaptive testing that they are 

employing, pointing out that students sitting close to each other will rarely see the same 

item at the same time. The two consortia are advocating training of administrators, 

active monitoring of the testing process, and other strategies widely employed in state 

assessments. Both of these large consortia place responsibility for test security on state 

and local education agencies.
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III. Lessons in Detection  

 
In this chapter, the lessons learned by states and testing professionals are presented as 

they relate to detecting improprieties and irregularities. A variety of issues and topics 

are addressed, including 

 Increased use of data forensics in states 

 Ways of using results from forensics analyses in states 

 Emphasizing fairness and validity of state assessment results  

 Measurement professionals’ attention to data forensics 

 Research programs and publications 

 Development or refinement of new testing tools  

 Challenges associated with testing students from special populations 

 Examples from states  

 

CONTEXT  

 

Note: In this section of the Detection chapter, and at the start of the chapters on 

Prevention and Follow-Up Investigations, major developments in test security over the 

last two years that have implications for state assessment programs are identified. Each 

of these developments is having an impact on the development, administration, and 

reporting of state assessments and of the use of fair, valid, and secure assessment 

results by educators and others within the state. 

 

Increased Use of Data Forensics in States – Over the last two years there has been 

a continuation of the pattern of significantly more use of data forensics analyses in state 

assessments. States that had been employing data forensics analyses have expanded 

the number of methods employed. Erasure analyses and gain scores are almost always 

employed and similarity analyses, the most productive of data forensics approaches, 

have been added to the repertoire of testing vendors or employed by state assessment 

staff through other vendors, or by contracts independent of the main testing vendors in 

the state. States have increasingly turned to their technical advisory committees (TACs) 

for assistance in evaluating a number of aspects of employing and acting on data 

forensics results.  

 

In recent presentations at national conferences, Greg Cizek, former NCME president, 

has cautioned state staff that it is essential to think through what uses can and will be 

made of data forensics results given the constraints of laws and regulations, as well as 

the degree of support that can be counted on from senior Department of Education 
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decision-makers regarding different possible courses of state or school district action 

(Cizek et al., 2013). The authors of this report fully concur with his advice. 

 

Uses of Data Forensics Methods – Increasingly, states are learning about how DF 

can be used to help detect testing irregularities. In the following table, some of the types 

of procedures and specifications that can be used in data forensics analyses, and the 

type of information that can be reported based on the findings, are highlighted. A variety 

of statistics are available that will detect potential testing irregularities. Among those 

most commonly used are 

 

Possible testing irregularity Detection statistics 

Students who share answers, 

teachers who disclose the actual 

test questions, or proxy-test 

taking (impersonating) 

Pairs of tests that are overly similar (i.e., large numbers of 

identical answers) 

Illicit use of stolen test questions 

also known as “brain dump” 

materials 

Clusters of similar test instances and association counts 

for detecting membership in “gangs of cheaters” 

Test content that may have been 

exposed prior to giving the test 

Counts of identical tests or perfect tests; also, unusual 

score differences between previously published items and 

new “field test” items that have not be published before 

Students who may have been 

coached or received 

unauthorized assistance 

Inconsistent response patterns as measured by response 

aberrance (answering difficult questions correctly and 

missing easy questions) 

Coaching of actual test content Students with unusual gain scores (for detecting possible 

gains that are artificial); requires prior year test scores or 

scores from other tests that correlate highly with the test 

results being analyzed 

Disclosure of actual test content 

on the Internet 

Inconsistent use of time in responding to items; this is 

called “latency aberrance.” The analysis is only available if 

the response times are collected (usually through 

computer-based testing). 

Inappropriate tampering of test 

materials, or inappropriate 

direction during testing. 

High numbers of wrong to right erasures on paper and 

pencil tests. For CBT, newer analyses may include 

1) A “Synchronicity” analysis, to determine if students 

are testing at the same pace; 

2) A “Response Change” analysis, to determine 

unusual levels of wrong to right, right to wrong, or 

wrong to wrong electronic answer changes, and; 

3) A “Response Time” Analysis, to determine whether 

students are answering questions in unusually 

short time intervals. 
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Emphasizing Fairness and Validity of State Assessment Results – As mentioned in 

the Prevention chapter, fairness and validity are key educational and testing values that 

need to support all state assessment activities, including those in the area of detection 

of testing irregularities. Emphasizing fairness and validity will help state assessment 

staff to set “flagging criteria” and develop guidelines for using data forensics results to 

plan the investigative activities described in the next chapter. What are the purposes for 

state assessment and how do different actions by students, teachers, or others 

undermine the validity of the tests for those purposes? As is the case with prevention 

actions, detection efforts should focus at least in part on the future and ensuring sound 

assessment behavior, and not exclusively be targeted on rooting out and taking action 

on those who have violated testing rules.  

 

Measurement Professionals Attention to Data Forensics Developments – In recent 

years, there has been a substantial increase in the representation of studies and 

position papers on data forensics analyses at professional meetings at the state and 

national levels. These presentations have often presented comparisons of data 

forensics methods or report on how data forensics analyses were introduced in state 

and school settings and how the results were used. The way that the media have 

presented data forensics results has also been described and analyzed. The following 

information lists some of the recent conferences where sessions on data forensics use 

in state assessments have increased: 

 National Conference on Student Assessment (NCSA) – Presentations on policy, 

procedures, cases studies, and media coverage. 

 National Conference on Measurement in Education (NCME) – Presentations on 

methodology and results of particular analyses, including simulation studies. 

 Conference on Test Security (COTS) – This conference has been held three 

times and the 2014 version expanded beyond statistical and psychometric 

methods to address policy issues and the use of results from data forensics. For 

the first time in 2014, there was significant representation of state staff among 

the attendees, including measurement professionals from Delaware, Idaho, 

Kansas, Kentucky, Maryland, Massachusetts, Pennsylvania, and South Carolina.  

 

Research Programs and Publications – In the past few years, there has been 

continuing growth in research and publication programs that feed into national — and to 

some extent state — assessment meetings. Long-term research and development of 

data forensics programs continued, including those by van der Linden (CTB), Kingston 

(CETE – University of Kansas), Wollack (University of Wisconsin-Madison), and 

Maynes (Caveon Test Security). Additional professionals also pursued aspects of data 

forensics and we have started to see dissertation studies and results on data forensics 

methods. New publications dealing with Data Forensics methods were also announced, 



TILSA Test Security: Lessons Learned 

 

36 

 

including potentially major works in progress – a Kingston & Clark (2014) edited book 

from the first Conference on Test Security and a Cizek & Wollack edited book that will 

compare the results of different data forensics methods on the same data set. The 

Cizek/Wollack book can be viewed as a very inventive and ambitious version of a trend 

toward comparison studies of data forensics methods, including “bake offs.”   

 

Citations for these two new publications follow: 

Kingston, N., & Clark, A. (Eds.). (2014). Test fraud: Statistical detection and 

methodology. New York City, New York: Routledge Research in Education. 

Cizek, G.J., & Wollack, J.A. (Eds.). (Estimated 2016). Handbook of detecting cheating 
on tests. New York City, New York: Routledge Research in Education.  

 

Development or Refinement of New Detection Tools – The state assessment 

community could derive benefits from examining cheating detection strategies that 

certification and licensing have employed for many years in their testing programs. 

Although the situations are different as are the individuals tested, all of whom are adults, 

there are some things to be learned by states. Typically the certification/licensing testing 

programs have a great deal of latitude in setting testing requirements as long as they 

comply with all laws, respect the rights of test takers, are quite explicit about 

expectations of test takers, and are clear about how results will be used. The “user 

agreement” that test takers are asked to sign is a contract that both the test taker and 

the testing agency must adhere to scrupulously. 

 

We will describe two of the detection methods that are being increasingly employed in 

certification and licensing programs. 

 

1. “Trojan Horse” items – Used in CBT programs, Trojan Horse items are 

included in item pools or exams in settings where test piracy including the theft of 

entire tests and pools are common. These settings often involve collusion 

between a test center administrator and the test thief. Included among 

operational items are a small set, typically 10 or fewer for which the incorrect key 

is marked. Those who steal these item pools and keys most often do not check 

the keys. Also, they may very well not have anyone on their theft team who could 

provide correct keys as certification exams cover specialized knowledge. A 

person who buys the stolen test and key will often not know or have the skills and 

knowledge to determine that they have items which subsequently appear on the 

real test, but which are keyed incorrectly. To take a simple example 

 

The capital of the state of New York is: 

 

(A) Brooklyn 
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(B) Westchester 

(C) Springfield (Trojan Horse key) 

(D) Albany * (Real key) 

 

 A test taker who answers even five such questions with the Trojan Horse key has 

most likely been working from a key that he or she has purchased in order to 

gain an advantage over honest test takers. See the chapter titled “Security 

Issues in Technology-based Testing” (Wollack & Fremer, 2013).  

 

2. Verification Tests – Verification Tests are given to try to confirm that another 

test result is plausible. If the first test was administered online and in an 

unproctored setting, the Verification Test could be included as part of another 

test being given at the second stage of evaluating a potential employee or a 

candidate for promotion. The Verification Test could also be part of a larger exam 

where the other items have been used previously and may have been 

compromised to a greater or lesser degree. For the Verification Test to be 

effective, the test program needs to have confidence that the items, perhaps 

because they are being used for the first time, are not part of the “toolkit” of those 

assisting test takers to cheat. 

 

KEY LESSONS 

 

Note: The lessons outlined here were obtained from state assessment staff either 

through interactions related to performing data forensics analyses for them or through 

interviews conducted in the course of the development of this document. In each case 

they represent hard-earned outcomes of trying various approaches, refining them, and 

sharing the outcome. 

 

Three Recent Trends in Detection 

1. Continued use of erasure analyses by states as a major factor when evaluating 

adherence of educators to testing protocols, is decreasing.  

2. Diminishing attention to erasure analyses is primarily due to online testing 

expanding dramatically. 

3. More and more states are recognizing the strong benefits of similarity analyses. 

 

Extensive Educational Program Needed – As was observed in the Lessons in 

Prevention section of this report, it is essential to develop and employ an extensive 

educational program about the potential and actual use of data forensics. States, and 

the assessment field in general, may need something like “Data Forensics for 

Dummies.” Even the psychometric staff at state departments of education and at many 
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testing vendors have had to learn about data forensics “on the job” as graduate level 

measurement programs gave scant attention to data forensics methods, and such 

course work or seminars that did exist focused more on statistical and psychometric 

methodologies. Once state and vendor staff have built their knowledge base, they can 

help with the following groups whose educational needs have yet to be addressed 

appropriately: 

 District and school staff 

 General public 

 Media 

 Other stakeholders such as legislators, governor’s office staff, and teacher and 

administrator organizations 

 

Conservative Interpretations – It is essential for states to be conservative in the 

interpretation of data forensic results. When dealing with teachers and administrators, 

careers and reputations are involved and even the idea that an educational professional 

may have violated testing policies could be harmful to their professional standing or 

even their career. The implications for students and their families may also be profound. 

In virtually all circumstances, focusing on the “worst of the worst” is a good operating 

principle. Given that your goal ought to be improving test validity and fairness over time, 

it is not necessary to move toward that goal to act on every single possible example of 

not following the rules of testing. How serious was the misbehavior? Did it affect many 

students? Did it result in many misclassifications? How were students impacted? Is 

there a plausible alternative explanation of the data forensics results? Are additional 

analyses possible to help clarify a result?  

 

For example what is called erasure analyses are most often measures comparing 

answer sheet marks of varying intensities. How would your conclusion stand up if you 

actually inspected the student answer sheets? Often the student’s intent is very clear if 

you do actually inspect answer sheets. It is not enough for the observed data forensics 

outcome to be “statistically significant.” The resources available to move forward on the 

basis of data forensics may be limited. How can you use them to best advantage? Once 

again, states should focus on the worst of the worst. 

 

Development of Data Forensics Use Plans – As noted above in the Context section 

of this chapter, states have been giving a good deal of attention on how to use data 

forensics results. When such analyses are done before scores are reported, as is the 

case in the state of Mississippi, districts and schools can be looked at without the need 

to withdraw or cancel already reported scores. Withdrawing scores may prove 

necessary when problems are detected after score reporting, but an emotion laden 

situation often results and the calm evaluation of facts and information may be very 
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difficult. Doing pilots and “what if” exercises can very helpful. In accordance with the 

advice of Greg Cizek, “Be sure that you know in advance how you will act when you 

encounter a confirmed instance of educator malfeasance.” 

 

As states and vendors have acquired more experience in using data forensics results, 

similarity analyses are being increasingly recognized as the most valuable methodology 

in many circumstances. Because they are so readily performed and because they have 

proven their value in practice, very unusual score gains and very high amounts of 

erasures, particularly wrong answer to right answer changes, are used more often than 

other more sensitive indicators. As computer delivery becomes more common, answer 

changing becomes a less valuable tool. It is indeed possible to point out correct 

answers to a student who is taking a computer based test, but the “after the fact erasure 

parties” recounted in Kingston’s chapter in the Handbook of Test Security (2014) can no 

longer take place. Similarity analyses can help detect copying of communicating 

answers during a test, sometimes through the use of signaling systems that can be very 

simplistic, such as the use of hand signals, or quite sophisticated based on modern 

communications technology. 

 

Web Monitoring – The use of the same tests across many different states over a 

significant period of time creates on a large scale the type of problem noted earlier 

when the same exam is used across classes within the same school day. Strategies 

such as computer-adaptive testing help with some significant security threats, but the 

possibility of significant pre-knowledge of test questions poses not only a test security 

threat, but a potential public relations problem. Recognition of this problem has led to 

monitoring of social media sites for possible exposure of secure test items. As of the 

time this chapter was prepared, some examples of cell phone photos of test items have 

been identified on social media sites, but the degree of exposure has been minimum. 

 

GOOD EXAMPLES 

 

Note: The examples of materials related to the use of data forensics are taken from 

training and information materials used in state assessments. The authors encountered 

these items when conducting test security audits of policies, practices, and program 

materials and/or working with these states on implementation of a data forensics 

program. Examples from the following state programs are described:  

 

 Florida Materials for Schools 

 Regulations in Mississippi and Other States 
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Florida Materials for Schools – The Florida Department of Education has carried out 

an intensive educational program for districts and schools regarding the state’s use of 

data forensics results. The following slides from a webinar for school district staff show 

how the topic of data forensics use was introduced. 

 

 

 
 

The particular combination of tools used will vary from state to state, but what is 

essential is an informational program for school staff and others to prepare staff for the 

use of data forensics methods. Assistance needs to be readily available, moreover, at 

the time when results are being used to ask questions of school staff. 
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Regulations in Mississippi and Other States – In order to decide how data forensics 

and other sources of information can be used, assessment staff need to have legal 

advice regarding the conduct of investigations. It is also necessary to know how 

responsibilities are allocated among agencies. In Mississippi, for example, regulations 

stipulate the lines of authority for “Unannounced On-Site Investigative Evaluations,” as 

shown below: 

 

5.2.3   Unannounced On-Site Investigative Evaluations. The State Board of Education, the 

State Superintendent of Education, or the Commission on School Accreditation has the 

authority to call for an on-site evaluation or investigation of a school district at any time. 

Procedures for conducting investigative audits are as follows:   

5.2.3.1   The auditors may arrive in the district without prior notification.  

5.2.3.2   The auditor(s) inform the superintendent of the purpose of the audit and of the 

procedures to be followed.  

5.2.3.3   The auditor(s) discuss procedures with the principal of the school if appropriate.  

5.2.3.4 The auditor(s) use various methods to collect the data needed to verify or 

discredit the complaint, including examination of official records, interviews with 

school personnel, and observations 

 

In the state of Hawaii, assessment staff are responsible for collecting evidence of 

possible testing improprieties, but responsibility for using the results in investigations is 

housed in the Professional Certification Area, and assessment staff serve only in an 

advisory role in any investigations triggered by data analyses or “tips.” 

 

Atlanta Public Schools Data Forensics Analyses – The detection of cheating at a 

number of schools in the Atlanta Public Schools system has been the most thoroughly 

reported school testing misbehavior case of this century and perhaps ever. The initial 

detection of problems was a function of gain score and erasure analyses, but the 

variations from “normal” test taking were so extreme in the most problematical schools 

that any credible analytic technique quickly led to the conclusion that more than chance 

was at work. In the next chapter some lessons from a very extensive investigation are 

presented.  

 

Here we will focus solely on the data forensics methods. One clear problem in Atlanta 

was a disposition to dismiss repeated evidence of problems. “The newspaper is unfair. 

The Governor has it in for our school system. People refuse to believe that a 

predominantly minority school population can perform well.”  The data were there, but 

there was no support at the Atlanta Public Schools Central Office for their credibility. In 

the cases that went to trial, the contention was that those who should have acted on the 

data deliberately suppressed it despite knowing that the evidence of cheating was 

correct. It is a matter of record that no action was taken to change the conditions that 
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permitted cheating in the Atlanta Public Schools to go on unchecked over a number of 

years.  

 

Each state, and indeed each school district, needs to be sure that its test data are being 

scrutinized carefully on at least a periodic basis to make sure that no “Atlanta-like” 

situation exists. The consequences for a school district and its leaders of having 

significant cheating detected by others can be devastating. For a detailed analysis of 

the Atlanta case, see the already referenced chapter by Kingston (2014) in the 

Handbook of Test Security (Wollack & Fremer, 2014). For coverage of the outcome of 

the actual trials see 

 

Fausset, R. and Blinder, A. (2015, April 14). Atlanta School Workers Sentenced in Test 
Score Cheating Case. The New York Times, p. A1. Retrieved May 27, 2015, from 
http://www.nytimes.com/2015/04/15/us/atlanta-school-workers-sentenced-in-test-score-
cheating-case.html?_r=0.  
  
 

https://west.exch023.readyexchange.net/owa/redir.aspx?SURL=F8wmhjhodL2eCU7OCj4lzyOWpnfq9DK6N9fCepjUpmxpn89IgFTSCGgAdAB0AHAAOgAvAC8AdwB3AHcALgBuAHkAdABpAG0AZQBzAC4AYwBvAG0ALwAyADAAMQA1AC8AMAA0AC8AMQA1AC8AdQBzAC8AYQB0AGwAYQBuAHQAYQAtAHMAYwBoAG8AbwBsAC0AdwBvAHIAawBlAHIAcwAtAHMAZQBuAHQAZQBuAGMAZQBkAC0AaQBuAC0AdABlAHMAdAAtAHMAYwBvAHIAZQAtAGMAaABlAGEAdABpAG4AZwAtAGMAYQBzAGUALgBoAHQAbQBsAD8AXwByAD0AMAA.&URL=http%3a%2f%2fwww.nytimes.com%2f2015%2f04%2f15%2fus%2fatlanta-school-workers-sentenced-in-test-score-cheating-case.html%3f_r%3d0
https://west.exch023.readyexchange.net/owa/redir.aspx?SURL=F8wmhjhodL2eCU7OCj4lzyOWpnfq9DK6N9fCepjUpmxpn89IgFTSCGgAdAB0AHAAOgAvAC8AdwB3AHcALgBuAHkAdABpAG0AZQBzAC4AYwBvAG0ALwAyADAAMQA1AC8AMAA0AC8AMQA1AC8AdQBzAC8AYQB0AGwAYQBuAHQAYQAtAHMAYwBoAG8AbwBsAC0AdwBvAHIAawBlAHIAcwAtAHMAZQBuAHQAZQBuAGMAZQBkAC0AaQBuAC0AdABlAHMAdAAtAHMAYwBvAHIAZQAtAGMAaABlAGEAdABpAG4AZwAtAGMAYQBzAGUALgBoAHQAbQBsAD8AXwByAD0AMAA.&URL=http%3a%2f%2fwww.nytimes.com%2f2015%2f04%2f15%2fus%2fatlanta-school-workers-sentenced-in-test-score-cheating-case.html%3f_r%3d0
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IV. Lessons in Follow-up Investigations  
 

In this chapter, a summary of the issues and follow-up activities that are being 

addressed in state assessment programs is presented, with a focus on planning and 

conducting security investigations. Several examples from states are presented. 

 

CONTEXT 

 

Note: In this chapter, as in the prevention and detection chapters, we identify major 

developments in test security over the last two years that have implications for state 

assessment programs. Each of these developments is having an impact on the 

development, administration, and reporting of state assessments, and on the use of 

assessment results by educators and others within the states. 

 

Highly Publicized Investigations – In the past two or three years there have been a 

number of highly publicized investigations in several parts of the country. These include 

the following: 

 

 An Atlanta Public Schools investigation which had already resulted in a number 

of confessions and “plea deals” moved to the prosecution stage for administrative 

staff who denied any involvement in testing misbehaviors. There was national 

media coverage at every stage of the process and stories continue to appear as 

of the time of publication of this report, three years after the story first made 

national news. As is sometimes observed “test cheating stories have legs.” This 

makes the topic of special interest to reporters. This case is discussed further 

later in this chapter and has been mentioned in earlier chapters, as it has proven 

to be a landmark case in state assessment offering many lessons for all of us 

who are dedicated to fair and valid testing. 

  

 Pennsylvania, DC Public Schools, and other state assessment programs got 

substantial media coverage for reported instances of educator misbehavior in 

their programs. As noted in previous chapters, virtually all states report at least 

some instances of possible testing misbehavior that were identified and required 

some level of investigation. The issue is not whether there is cheating in a 

particular testing program. For any significant-size high stakes program, there will 

be attempts to cheat by test takers and test administrators whenever the test 

results have implications for those administrators. In the case of state 

assessments, there are virtually always consequences for teachers and school 

administrators for the level of performance of students on state tests. In some 

instances bonuses are tied to test scores. Some parts of a teacher’s evaluation 
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may be linked directly to test scores. It is also easy to find on the Internet and in 

media reports of statements by teachers of the pressures they feel for their 

students to meet performance expectations at the school or district level, 

sometimes in terms of specific targets such as “ten per cent growth year over 

year.” 

 

Admissions Testing Impersonation Case – A case in the New York City area 

commanded media attention for several months in the last two years. A graduate 

student who was a good test taker sold his services as what test security professionals 

call a “Proxy Test Taker.” For a fee, he would take a test in the name of another 

student. This case made national news and influenced no doubt by the efforts of a very 

forceful prosecutor, the impersonator confessed. The fact that a prosecutor felt that this 

case was one that should be pursued is a critical point to note. Only when assessment 

and legal staff agree that following through on a case is warranted will productive action 

be taken. 

 

Growing Willingness to Give Major Weight to Data – States and school districts want 

to proceed cautiously with any investigation. In a number of instances states and 

districts have taken the position that test analyses can only be suggestive and should 

not be acted upon without corroborating evidence. One consequence of this position is 

that only a small fraction of clear cases of misbehavior will result in corrective action. 

Any form of evidence can be challenged including “eye witness testimony.” You need 

only read or hear multiple accounts of the same occurrence to recognize this fact. When 

the results of data forensics analyses are very clear, especially when multiple indicators 

support each other, states have shown increased willingness to act on the results. Only 

with this change can states and districts take action in the majority of instances of 

testing misbehavior 

 

Use of External Investigators – In the Atlanta Public Schools investigation and in a 

number of other cases the state chose to employ investigative agencies external to the 

assessment department and the state agency. 

 In the Admissions test case, the agency selected was headed by a former FBI 

Director, thus helping to communicate the importance being attached by the 

testing agency to protecting the fairness and validity of their examinations. A 

paraphrase of a Shakespearean quote is apropos of this situation, “He who robs 

me of my purse steals trash, but he who robs me of my good name really screws 

things up.” 

 In the DC Public Schools, investigations firms from outside the school district or 

the “state” agency have been hired to follow up on test results flagged through 

statistical analyses. 
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 The Mississippi Department of Education has employed a new agency that is 

part of the company employing one of the authors of this report, Caveon Test 

Security. The newly formed entity is Caveon Investigative Services, which 

includes an attorney and a former detective, both specializing in test security 

issues. That such a company devoted to investigations related to possible 

breaches in test security as well as testing misbehaviors is a significant 

development which is tied to a willingness in a number of state agencies to take 

forceful action to promote fairness and validity in state assessments. 

 

Combinations of Expertise – As different agencies have tackled investigations of test 

security incidents, they have been bringing to the task a number of different types of 

relevant expertise used in combination to carry out their investigations: 

 Educational measurement and psychometrics 

 Several legal domains – intellectual property, criminal law, contracts, etc. 

 Interviewing skills 

 

It can be very useful to an SEA to have experts in a variety of areas, such as 

professionals who can  provide input on the decision about the need for and 

investigation as well as  be involved in planning and conducting the work if an 

investigation is judged to be appropriate. 

 

KEY LESSONS 

 

Note: The lessons outlined here flow from investigation projects that the authors have 

conducted, including a webinar by Caveon Investigative Services on investigations 

(2015), titled Exam Integrity Investigations: An Introduction to the Essentials, available 

at https://www.youtube.com/watch?v=NQXbAOJ_-Ww); and interviews conducted of 

state assessment personnel in the course of the development of this document. In each 

case, lessons learned from trying different approaches, obtaining reviews, and refining 

policies and methods are shared. 

 

Components of Investigative Plans – Investigative plans for use in states or 

elsewhere need to include the following five components: 

1. Clear investigative goals 

2. Realistic timelines 

3. Identification of staff and responsibilities 

4. Inventory of all existing evidence and the weight that seems appropriate at the 

start of the investigation 

5. Witnesses to be interviewed, goals of the interviews, and the sequence that will 

be followed 

https://west.exch023.readyexchange.net/owa/redir.aspx?SURL=iRjPA1uurgtGPsI-qYL-vl6wwmovUOAX4fGy4tRUz3Jpn89IgFTSCGgAdAB0AHAAcwA6AC8ALwB3AHcAdwAuAHkAbwB1AHQAdQBiAGUALgBjAG8AbQAvAHcAYQB0AGMAaAA_AHYAPQBOAFEAWABiAEEATwBKAF8ALQBXAHcA&URL=https%3a%2f%2fwww.youtube.com%2fwatch%3fv%3dNQXbAOJ_-Ww
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Need for a Fundamental Change – There is a very common practice in state 

assessment program evaluations of testing misbehaviors that very much needs to be 

modified. The standard state practice is to ask schools to do the first look when there is 

an apparent testing anomaly. This is most definitely not a “best practice,” but a very 

common one, and it has significant negative consequences when there is a major 

problem. If there is evidence from forensics analyses, tips, or observations at the time of 

testing that multiple staff members in a school have collaborated on some type of 

testing misbehavior, such as changing answers or providing improper assistance during 

a test, going first to the school involved serves as a warning  to the school and staff. 

Educators who would engage in substantial misbehaviors may then take one or more of 

the following steps: 

 Develop and rehearse a common “story” to be given to any future investigators 

 Destroy or falsify records such as those that might show who had access to test 

materials or answer sheets 

 Try to persuade others not involved in the original misbehavior to not cooperate 

or even to provide false information 

 Seek legal assistance not primarily to protect their rights as educators and 

citizens, but to help them present a false case or to avoid responsibility for their 

actions 

 

Features of Well-Managed Investigations – Carrying out an important investigation 

that may lead to personnel actions or other significant penalties to wrongdoers usually 

cannot be handled by state assessment staff on their own. Often there is not a single 

person with the kind of training required. State assessment staff, however, should be 

able to evaluate proposed courses of actions. There are three consistent features of 

well managed investigations that state assessment staff can look for in plans: 

1. Clear definitions of responsibilities – Who will be involved in the investigation? 

What skills and experiences do they bring to the task? Many investigative firms, 

even those working with schools are much more likely to have carried out 

investigations related to the award of contracts, the handling of funds, or possibly 

improper relationships than to have done any work regarding testing 

misbehaviors. Some techniques frequently employed in other kinds of 

investigations, such as intensive analyses of emails, may have almost no value 

in school testing cases. Statements by students, parents, and other educators, 

on the other hand are often of great value, just as they are in other types of 

investigations. 

2. Carefully developed and well-defined procedures – As noted in the detection 

chapter, having a careful plan for using data forensics results is critical to the 

success of such efforts. The same principle should be applied to the plan put 
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forward for follow up investigations of suspected testing misbehaviors. One 

aspect of plans to look at carefully is who is going to be interviewed and in what 

sequence? Does the group or staff member charged with this responsibility fully 

understand the roles that should be played by each participant under the 

standards in place and the training that has been provided? How will important 

issues such as the “chain of custody” for test materials be reviewed? From long 

experience, if you simply ask school staff if they followed all the rules the answer 

will be “yes” regardless of whether the rules were indeed followed or, in worst 

case settings, deliberately broken. A good orientation to look for is captured by 

the words of the iconic TV Detective of the 20th Century, Joe Friday, when doing 

investigative reports seek “Just the facts, Ma’am.” Then your investigators need 

to array the facts to support well-reasoned conclusions. 

3. Sound communication strategies – As has been noted earlier, investigations are 

newsworthy events and media may be insistent on their right to obtain 

information. Test program staff need to be responsive while at the same time 

respecting the rights of all involved. Premature leaking of information or “leaping 

to conclusions” can be very damaging to the educators involved and to the 

educational unit – school, district, or state. Make sure that you have a sound 

communication plan, developed with the help of savvy media professionals. 

Designate a single point of contact for media and be sure that he or she is kept 

fully informed. Be willing to say that you do not know an answer to a question if 

that is indeed the situation. Find the answer and respond later. 

 

GOOD EXAMPLES 

 

Note: The discussion of the Atlanta Public Schools (APS) case below draws on 

professional presentations and reports as well as contact with the lead prosecutor for 

the investigation. 

 

In this section we address only one case, APS, as it encapsulates so many elements of 

follow-up investigations. 

 

Atlanta Public Schools – If you had time to become familiar with only one investigation 

of misbehaviors on a state assessment, the APS case should be your choice. In the 

chapters on prevention and detection issues we looked at this case; there are many 

lessons to be learned from an investigations perspective.  

 

As background, there had been a series of accusations in a local newspaper — the 

Atlanta Journal Constitution — of cheating on the state assessment by APS staff. APS 

staff denied all such reports. Eventually the governor of Georgia took the investigation 
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of possible cheating out of the hands of the APS and the State Department of 

Education. The Georgia Bureau of Investigation was charged with following up on all 

possible evidence of misbehavior. A major investigation was launched involving 61 

investigators working in pairs. Teachers, principals, other school personnel, and others 

inside and outside schools were interviewed. According to the lead prosecutor, “classic” 

information collection techniques were employed including neighborhood interviews. 

Careful attention was given to the sequence of interviews and the desirability of knowing 

the answers to key questions before they were asked of APS teachers and 

administrators. 

 

None of the many staff that were interviewed confessed to misbehavior in the first set of 

interviews conducted on school sites. Many confessions were obtained in subsequent 

interviews carried out away from school sites. From the accounts that we have heard, 

interviews may have elements like those we have all seen in police detective shows on 

TV, such as these: 

 Mr. Fremer, we can see from the statistical evidence that there was testing 

misbehavior in your class. 

 Moreover, your fellow teacher, Mr. Olson, has confessed to participating with you 

in group answer changing after tests were administered. 

 You can persist in denying what you did even though we both know that is what 

actually happened. 

 If you do that, we will bring criminal charges against you and we have very strong 

evidence. 

 You can confess now to your misbehavior and there will not be a criminal 

prosecution, so any action taken will be by your school district or the state. 

 What is your choice? 

 

Whatever the actual language used may have been, many of those accused confessed 

and were not included in the indictments that were filed and supported by the relevant 

grand jury. 

 

There are many possible lessons to be learned and we strongly recommend the 

Kingston chapter in the Handbook of Test Security so that the reader can draw his or 

her own inferences. Among the lessons are these important ones: 

 Have clear and explicit investigative goals 

 Identify the evidence already available 

 Create a realistic timeline 

 Involve staff with appropriate expertise 

 Identify all individuals who will participate in the investigation and the roles to be 

played by each  
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 Identify the witnesses to be interviewed and the order of the interviews 

 Determine the method to be used to report evidence and conclusions 

 

[Authors’ Note: The contributions to these lessons by Ben Mannes and Marc Weinstein 

of Caveon Investigative Services are acknowledged with the thanks of the authors.] 
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V. Summary and Recommendations  

 
In this final chapter, a brief summary of the report and the general lessons learned in 

states is provided based on the information included in the previous chapters, along 

with a series of recommendations to states on improving test security in their 

assessment programs.  

 

Summary  

 

Test security is increasingly important to states and others involved in assessment. 

More effective security is needed to ensure the integrity, validity, and fairness of state 

assessment programs. In order to achieve this, the Technical Issues in Large-Scale 

Assessment (TILSA) Test Security project was initiated in 2012 to assist states and 

others with a resource that can help them enhance their security procedures and 

practice. In 2013, the first product from this project, the TILSA Test Security Guidebook, 

was published. It placed an emphasis on providing guidance, advice, and examples of 

useful information and materials. The work on this project was a true collaboration of the 

authors, states, testing organizations, and CCSSO.  

 

The work of the TILSA Test Security project continued in 2014, resulting in the 

publication of this report. The focus on this new report is on the lessons learned in 

states as they implement new policies and procedures to enhance the security of their 

assessments, as well as bring together the latest information and resources on 

preventing, detecting, and investigating irregularities.  

 

The TILSA Test Security: Lessons Learned report is a natural successor to the TILSA 

Test Security Guidebook, and is intended to help states deal with these issues. A 

primary purpose of this document is to serve as a resource for states to use to prevent 

and detect state assessment irregularities such as cheating and test piracy and to 

investigate suspected or confirmed examples of improper or unethical testing behavior 

by either students or educators.  

 

Recommendations for Improving Test Security based on General 
Lessons Learned in States  

 
A. Planning 

 

 States should develop a comprehensive plan, including a Test Security Plan 

Manual, that brings together all policies and procedures in the state related to 

test security including information security, the security of item and test 
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development, publication, administration processes, as well as secure 

assessment design.  

 This manual can be used to develop staff training, to coordinate action when 

security compromises occur, and to evaluate whether action taken followed 

stated policies and procedures.  

 As much as possible, states should be proactive on security issues in their 

planning and preparations. In their planning, states should implement a model 

that focuses on prevention, detection, and follow-up investigation activities. 

B. Budgeting and staffing 

 

 States should develop an overall security budget that has line item detail for 

specific test security activities to call attention to the ongoing needs in this 

area and to provide resources to enhance security. Costs for all security 

activities that are desired should be included. 

 

 As part of the budgeting process, states may want to look at increasing their 

future labor budget for hiring/designating a full time person (e.g., a test 

security coordinator) to manage all test security activities. 

 

 States should appoint a security coordinator to provide help getting a Test 

Security Manual finalized and disseminated, to communicate with DOE staff 

about adherence to security procedures, to help develop security training 

materials, to coordinate holding of training sessions, to keep up with security 

developments, and to coordinate and oversee all security-related policies, 

procedures, and activities. 

 

C. Legal issues 

 

 State DOEs need to obtain legal reviews of all procedures and documents for 

handling security issues, including requests for testing integrity quality 

assurance, a Security Incident Response Plan, appeals process, and 

sanctioning. 

 

 States should explore what would be needed to have cheating on state 

assessments be considered a punishable crime.  

 

D. Security for test administrations 
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 States should implement the requirement that two persons are present 

whenever test materials are counted or accessed in preparation for testing, as 

well as during testing.  

 

 States should develop and put in place a more restrictive cell phone policy for 

all assessments so that students do not have any access to cell phones 

during testing. 

 

 States should develop procedures for schools to follow to be sure that all who 

might be involved in testing, even as last-minute replacements, are trained 

and include sign-in and compliance tracking policies. 

 

E. Test security for accommodations and alternate assessments 

 

 States policies on test security should address accommodated tests, alternate 

assessments, and other related issues for testing of students from special 

populations. 

 

 State policies and procedures need to address test security for administration 

procedures, accommodations, and other issues related to students with 

disabilities to help ensure the integrity and validity of a test. 

 

F. Security for test scores and reporting of results 

 

 States should plan and perform multiple data forensics analyses on an 

ongoing and annual basis on all occasions for all high stakes tests.  

 

 States should develop criteria for “flagging” unusual results that warrant 

further review, as well as develop follow-up procedures for data forensics 

results that are flagged. 

 

 States should include requirements for data forensics analyses in their RFPs 

and future vendor contracts. 

 

G. Threats posed by changes in technology and the increased use of 

online assessments 

 

 Although some states have a good deal of experience with online testing, 

others are fairly new to this method of delivering tests. The need to maintain 
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security remains high with online delivery. Pre-knowledge of questions and 

providing assistance during a test continue to be major issues. 

 

 Among the challenges associated with online testing is the need to provide 

extended testing windows to permit all students to have access to computer 

screens and response mechanisms. Longer windows create more 

opportunities for tests to be compromised and the use of the same test or 

item pool in many states creates a greater opportunity for evildoers to access 

test content. 

 

 It is also the case that students may be more knowledgeable about computer 

technology than the teachers and others responsible for maintaining security 

at test administrations. 

 

H. Monitoring the Internet and social media 

 

 States that have not done so should carry out an initial evaluation of the 

extent to which their assessment items appear on the Internet, and in 

particular, social media sites like Facebook and Twitter. If the results suggest 

the need to follow up, states should review the web for items prior to and 

during test administrations.  

 

 States should develop policies and procedures regarding the definition of 

compromised items and actions to be taken if items are found on the Internet. 

Plans for handling significant breaches should be included. 

 

 States should develop and deploy a takedown policy for exposed items, using 

Bystander and Cease & Desist letters and use of the Digital Millennium 

Copyright Act (DMCA). 

 

I. Working with media, the public, and policymakers 

 No state or school administrator welcomes having to interact with media 

representatives regarding a cheating case, especially one that involves 

educators instead of or in addition to students. There is great potential for 

harm to the school, district, or other agency as well as to individual 

educational professionals. This helps explain why educators may be reluctant 

to even acknowledge that testing misbehavior may have occurred. Signs of 

possible problems are sometimes “explained away” rather than seriously 

investigated. Often such undealt with problems become too big and too 

widely recognized to be ignored. 
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 Here are some suggested media relations strategies: 

o Appoint a knowledgeable spokesperson 

o Keep key staff fully informed about the steps being taken 

o Have the spokesperson report to the various stakeholders regarding what 

is being done and on what schedule 

o Affirm the commitment to fairness and validity of results at all levels of 

school governance 

o Show respect and recognition of the interests and rights of all who are 

involved, from students and their families to educators in different roles 

o Do not “rush to judgment,” but give any investigation careful attention. A 

rushed or superficial investigation will serve no one well 

o Get help collecting and analyzing evidence 

o When looking at multiple examples of possible misbehavior, start with the 

“worst of the worst.” Do not pursue every “statistically significant outcome. 

Use your resources wisely as they are usually finite in nature. 

 

J. Security for the consortia assessments (PARCC, SBAC, DLM, NCSC, 

ELPA21, and WIDA ASSETS) 

 

 States should carefully review all test security policies and procedures for any 

tests they are using from a consortium. States may need to supplement 

security procedures in some cases. 

 

 Consortia should implement web monitoring for their items during the entire 

testing window across all states that are administering the assessment. If the 

consortium isn’t doing this, then individual states should consider 

implementing it. 

 

K.  Additional resources 

 

 States should use any and all resources they can avail themselves to, such 

as those listed in the References and Resources sections of this report. There 

is a growing body of knowledge and experience in the area of improved test 

security for state assessment programs. 

 

 States should stay informed of the ongoing work of the TILSA Test Security 

workgroup and the resources provided by CCSSO. 
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II. Glossary of Test Security Terms  
 
Since language and terminology may be used differently from state to state, some of the 

most commonly used terms in this guidebook are defined below. 

 

Breach   

(1) an event, intentional or not, that results in the inappropriate exposure of test items or 

answers that could potentially impact the accuracy of the test results; OR 

(2) an action by others before, during, or after a test administration to impact student 

test scores (e.g., educators changing student answer sheets). 
 

Cheating 

General term that can include educator or student misconduct or improprieties that 

includes intentional misbehavior or unethical practices. Note that this term is not used in 

every state. Some states avoid the use of the word “cheating” in their communications 

and use different terminologies. 
 

Compromise 

Disclosure of test items or forms; can be intentional or unintentional. May also refer to 

changing the interpretation of a test score or changing the test score itself. 
 

Data Forensics 

The use of analytic methods to identify or detect possible cheating. Procedures can 

include evaluation of score gains, aberrance or person fit, erasures, latency analysis, 

similarity analysis, and examination of changes in student responses (wrong-to-right, 

right-to-wrong, wrong-to-wrong). 
 

Impropriety 

Inappropriate misconduct; a more serious offense than an irregularity. The difference 

between impropriety and irregularity is usually defined in perception of the degree, 

intent, and/or effect of the misconduct.  
 

Irregularity 

This includes many different activities, not necessarily cheating, but anything unusual 

that happened during testing, such as the fire alarms went off or a power outage. 
 

Misconduct 

Misbehavior during testing, such as inappropriate proctoring or other violations of 

standard testing protocol. 
 

Security Investigation 
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Follow-up activities regarding possible cheating or piracy of test materials. Typically 

involves the collection of evidence, review of available information, interviews of 

suspected staff, and summary of findings from the investigation. 
 

Test Integrity 

As presented in the NCME white paper from Greg Cizek (2012), test integrity 

emphasizes that valid testing requires the results to be useful, interpretable, accurate, 

and comparable. The technical merits of the test scores must meet industry standards 

with respect to fairness, reliability, and validity; however, cheating and security breaches 

can pollute the data, reducing or eliminating their value. 
 

Test Piracy 

Stealing of test forms, items, prompts, or other secure testing materials, often for the 

purpose of selling the materials to others. 
 

Test Security Kit  

A document for states that may provide instructions about a state’s security-related 

procedures, processes, and regulations, including the escalation path to be followed in 

the event of a test security breach.  
 

Validity 

Validity refers to the extent to which a test accurately measures what it purports to 

measure. In the fields of psychological testing and educational testing, “Validity refers to 

the degree to which evidence and theory support the interpretations of test scores 

entailed by proposed uses of tests.” In relation to test security, it is the most important 

aspect of an assessment. As Greg Cizek stated in his NCME whitepaper (2012), 

“Assessment requires that results be: accurate, fair, useful, interpretable, and 

comparable. The technical merits of test scores must meet professional and industry 

standards with respect to fairness, reliability, and validity. Test data must be free from 

the effects of cheating and security breaches and represent the true achievement 

measures of students who are sufficiently and appropriately engaged in the test 

administration. Cheating, falsifying data, security breaches, and other actions of 

academic fraud compromise the standards of fairness, reliability, and validity by 

polluting data.” 
 

Web Monitoring or Web Patrol 

A process that can be used to address the risk to tests and items posed by illicit 

discussion, distribution, and sale of test content on the Internet. Web monitoring/patrol 

leverages technology tools and human expertise to identify, prioritize, and monitor 

websites, discussion forums, peer-to-peer servers, etc., where sensitive test information 

may be disclosed or at risk of disclosure.  
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http://en.wikipedia.org/wiki/Psychological_testing
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