Student Privacy and Data Security CCSSOA

A State Education Agency Discussion Framework

Background

In today's data and technology driven environment, a

Q UESTION: What do CareFirst
BlueCross BlueShield, Harvard
University, the Army National Guard,

data breach is a continual risk. Because of data breaches
at BlueCross BlueShield and OPM, as well as additional

high profile incidents at Target and Sony, more parents,

and the Office of Personnel Management

educators, and community members are raising
(OPM) have in common?

questions about the security of data collected and used

by a state education agency. The task for an agency

is to manage and mitigate the risks and communicate

NSWER: They all suffered a data
news is, there is someone in your agency already breach in 2015."

effectively about the protections in place. The good

focused on data privacy.

CCSSO takes this issue seriously, and in 2013 published a CCSSO Data Privacy and Security Policy Statement. In

2015, CCSSO joined partner organizations to establish a set of 10 foundational Student Data Principles. In order

to effectively follow these principles, CCSSO’s Privacy & Security Workgroup, part of the Education Information
Management Advisory Consortium, has developed the Student Privacy & Data Security: A State Education Agency
Discussion Framework as a resource to assist chiefs and state education agency leadership in engaging in a
robust and productive conversation within the agency. This guide should be used to support agency leadership

in the use of data and technology in meeting your

overall vision, mission, and goals.

Every state has defined and implemented policies to
support the use of information to make key decisions
while protecting individual privacy and maintaining
the security of data. Maintaining individual privacy
and data security is not as simple as a checklist, nor
is it the job of one individual or office. Maintaining
individual privacy and data security is an ongoing
effort that requires work across a state education
agency. It requires strong, consistent leadership to

become part of agency culture.

1 At CareFirst BlueCross BlueShield 1.1 million records were compromised when hackers attacked the system in May. Harvard
suffered a cyberattack in June exposing login credentials to access individual computers and university e-mail accounts. The July
incident at the Army National Guard was the result of a mishandled data transfer to non-accredited data center by a contract employee
which exposed the personally identifiable information of 850,000 current and form National Guard men and women. The breaches at
the OPM were the biggest by far of 2015, first exposing the information of 4.2 million individuals in April, followed by the bigger hack
of 21.5 million individual records in May. The slow and inadequate response to the hack resulted in the resignation of OPM director,
Katherine Archuleta. (http://www.crn.com/slide-shows/security/300077563/the-10-biggest-data-breaches-of-2015-so-far.htm
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This new guide will help you support agency staff, communicate effectively about your agency’s commitment to
privacy and security, strengthen your agency'’s leadership in this area, and ensure your agency is well positioned to use

information that supports your work.

How to Use this Resource

This document is intended to be used as a conversation starter between Chiefs and their Chief Information Officer,
Chief Privacy Officer and education data and information systems teams within the agency. The guide outlines
questions to help agency leadership gain an understanding of their state’s policy, practice, and implementation of
privacy and security measures. This guide should be used as a starting point for deeper discussions on strengthening

current practice and building a culture of data use within the agency.

The guide is organized into five sections - Communications and Understanding, Data Governance, Quality Control,
Data Sharing/Data Protection, and Information Security. The sections will help you explore different areas of privacy
and security policy implementation. Each section outlines key questions, provides a sample of evidence to look for in

your state, and gives examples of effective practice.

It is important to remember that there is no one approach to quality implementation. States will each use different
methods, structures, and engage different vendors. The most important factor in strong privacy and data security
implementation is the support of agency leadership and a culture that values the need to secure all data within the

agency'’s stewardship as well as the benefits offered by data-driven decision making.

We recommend that State Education Agency Chiefs use this document to engage staff in a conversation. This
document will help you gain a better understanding of current agency practice and engage in a robust conversation on

strengthening that work. It is intended to spark collaboration and discussion among agency leaders.

Data Governance Quality Control

Ensuring Student Privacy &
Data Security
Enabling a Culture of Data Use

Data Sharing/Data
Protection

Information Security
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http://www.cde.state.co.us/dataprivacyandsecurity
http://dpi.wi.gov/wisedash
http://doe.sd.gov/ofm/documents/0815STARS.pdf
http://dataqualitycampaign.org/find-resources/what-is-student-data/
http://dataqualitycampaign.org/find-resources/mr-mayas-data-rich-year/
http://dataqualitycampaign.org/find-resources/who-uses-student-data/
http://dataqualitycampaign.org/find-resources/infographic-ms-bullens-data-rich-year/
https://www.alsde.edu/dept/data/Data%20Governance%20Tabbed/Data%20Use%20and%20Governance%20in%20Alabama.pdf
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http://www.k12.wa.us/DataAdmin/DataSharing/pubdocs/DataSharingPolicy.pdf
http://dpi.wi.gov/wise/data-requests
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.coppa.org/
http://www.foia.gov/
http://www.hhs.gov/ocr/privacy/
http://ptac.ed.gov/
http://ptac.ed.gov/sites/default/files/ferpa101-slides.pdf
http://nces.ed.gov/pubs2011/2011601.pdf
http://ptac.ed.gov/sites/default/files/Data%20Governance%20Checklist%20%281%29.pdf
http://ptac.ed.gov/document/protecting-student-privacy-while-using-online-educational-services-model-terms-service
http://ptac.ed.gov/sites/default/files/IDEA%20FERPA%20Confidentiality%20Provisions%20Comparison%20Chart%2006.06.14.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://nces.ed.gov/programs/SLDS/LDSShare/DocumentDirectory/NewDocuments/6870_ksde_data_governance_program_ver__3_0.doc
http://nces.ed.gov/programs/SLDS/LDSShare/DocumentDirectory/DataGovernanceQuality/MIS2008TNDataGovernance.ppt
http://nces.ed.gov/programs/SLDS/LDSShare/DocumentDirectory/DataGovernanceQuality/MIS2008TNDataGovernance.ppt
http://www.ccsso.org/documents/2015/TrainingPacket1IntrotoSDSTARS.pdf
http://doe.sd.gov/ofm/documents/STARSimpl.pdf
http://doe.sd.gov/ofm/documents/DstImpSRS.pdf
http://doe.sd.gov/ofm/sims-ferpa.aspx
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http://www.gadoe.org/Technology-Services/Data-Collections/Pages/New-Coordinator-Presentations-and-Webinars.aspx
http://dcconference.gadoe.org/Pages/Home.aspx
http://www.gadoe.org/Technology-Services/SLDS/Pages/default.aspx
http://www.alsde.edu/dept/data/Data%20Governance%20Tabbed/SDE%20Data%20Code%20Manual%202015-5-11.pdf
http://nces.ed.gov/pubs2011/2011603.pdf
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